Western University

Scholarship@Western

Western® Graduate& PostdoctoralStudies

Electronic Thesis and Dissertation Repository

3-12-2020 11:00 AM

Hierarchical Group and Attribute-Based Access Control:
Incorporating Hierarchical Groups and Delegation into Attribute-
Based Access Control

Daniel Servos
The University of Western Ontario

Supervisor

Osborn, Sylvia L.

The University of Western Ontario Joint Supervisor
Bauer, Michael

The University of Western Ontario

Graduate Program in Computer Science

A thesis submitted in partial fulfillment of the requirements for the degree in Doctor of
Philosophy

© Daniel Servos 2020

Follow this and additional works at: https://ir.lib.uwo.ca/etd

b‘ Part of the Databases and Information Systems Commons, Information Security Commons, and the

Other Computer Sciences Commons

Recommended Citation

Servos, Daniel, "Hierarchical Group and Attribute-Based Access Control: Incorporating Hierarchical Groups
and Delegation into Attribute-Based Access Control" (2020). Electronic Thesis and Dissertation
Repository. 6855.

https://ir.lib.uwo.ca/etd/6855

This Dissertation/Thesis is brought to you for free and open access by Scholarship@Western. It has been accepted
for inclusion in Electronic Thesis and Dissertation Repository by an authorized administrator of
Scholarship@Western. For more information, please contact wiswadmin@uwo.ca.


https://ir.lib.uwo.ca/
https://ir.lib.uwo.ca/etd
https://ir.lib.uwo.ca/etd?utm_source=ir.lib.uwo.ca%2Fetd%2F6855&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/145?utm_source=ir.lib.uwo.ca%2Fetd%2F6855&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1247?utm_source=ir.lib.uwo.ca%2Fetd%2F6855&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/152?utm_source=ir.lib.uwo.ca%2Fetd%2F6855&utm_medium=PDF&utm_campaign=PDFCoverPages
https://ir.lib.uwo.ca/etd/6855?utm_source=ir.lib.uwo.ca%2Fetd%2F6855&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:wlswadmin@uwo.ca

Abstract

Attribute-Based Access Control (ABAC) is a promising alternative to traditional models of
access control (i.e. Discretionary Access Control (DAC), Mandatory Access Control (MAC)
and Role-Based Access control (RBAC)) that has drawn attention in both recent academic
literature and industry application. However, formalization of a foundational model of ABAC
and large-scale adoption is still in its infancy. The relatively recent popularity of ABAC still
leaves a number of problems unexplored. Issues like delegation, administration, auditability,
scalability, hierarchical representations, etc. have been largely ignored or left to future work.
This thesis seeks to aid in the adoption of ABAC by filling in several of these gaps.

The core contribution of this work is the Hierarchical Group and Attribute-Based Access
Control (HGABAC) model, a novel formal model of ABAC which introduces the concept of
hierarchical user and object attribute groups to ABAC. It is shown that HGABAC is capable of
representing the traditional models of access control (MAC, DAC and RBAC) using this group
hierarchy and that in many cases it’s use simplifies both attribute and policy administration.
HGABAC serves as the basis upon which extensions are built to incorporate delegation into
ABAC.

Several potential strategies for introducing delegation into ABAC are proposed, categorized
into families and the trade-offs of each are examined. One such strategy is formalized into a
new User-to-User Attribute Delegation model, built as an extension to the HGABAC model.
Attribute Delegation enables users to delegate a subset of their attributes to other users in an
“off-line” manner (not requiring connecting to a third party).

Finally, a supporting architecture for HGABAC is detailed including descriptions of ser-
vices, high-level communication protocols and a new low-level attribute certificate format for
exchanging user and connection attributes between independent services. Particular emphasis
is placed on ensuring support for federated and distributed systems. Critical components of the
architecture are implemented and evaluated with promising preliminary results.

It is hoped that the contributions in this research will further the acceptance of ABAC
in both academia and industry by solving the problem of delegation as well as simplifying
administration and policy authoring through the introduction of hierarchical user groups.

Keywords: Attribute-Based Access Control, ABAC, hierarchy, delegation, access control
model, HGABAC, Hierarchical Group and Attribute-Based Access Control, HGAA, Hierar-
chical Group Attribute Architecture
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Summary for Lay Audience

Traditionally, access control policies have been based on the direct assignment of permis-
sions or roles to users based on the user’s identity. For example, Alice is granted permission
to use the printer or Bob is grated the role of “Manager” and mangers can view employee
salaries. Attribute-Based Access Control (ABAC) is a new take on access control that is iden-
tityless (i.e. the identity of the user is unknown at the time of policy creation). Instead, ABAC
bases access control decisions on the attributes of the users (e.g. age, year level, certificates,
etc.), the environment (e.g. date/time, number of users on-line, etc.) and objects being access
(e.g. author, date created, security level, etc.). These attributes are related by an access control
policies, for example, “if the user is 18 years old or older they can read a book with an adult
rating”.

Basing access control decisions on attributes allows for increased flexibility when creating
policies and enables new users to be placed into the system without assigning permissions or
roles manually beforehand. However, as ABAC is relatively new, there are a number of issues
that must be resolved before ABAC can see wider acceptance outside of academia. These
issues include, but are not limited to, a lack of a delegation model, no support for user and
object groups and no single agreement on a standard formal model of ABAC. The goal of this
thesis is to produce potential solutions to these problems and thus aid in the adoption of ABAC.

A new ABAC model, entitled Hierarchical Group and Attribute-Based Access Control
(HGABAC), is introduced which adds user and object groups to ABAC. It is shown that these
groups can help both simplify administration of ABAC systems and allow HGABAC to be
backwards compatible with traditional identity based policies. A delegation model is added
that allows users to delegate a number of their attributes to other users. This delegation ability
is important in many real-world scenarios including continuing business functions when an
employee is absent. Lastly, a supporting architecture is provided to fill in the gaps and act as a
bridge between the theoretical HGABAC model and a real-world implementation.
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1.1 Motivation

The early 2010s saw rise to a popular trend of moving computing infrastructure from traditional
localized equipment to decentralized service-orientation or cloud-based platforms. While “the
cloud” offered much potential for “on demand” dynamic scaling of applications and resources
through virtualization, it created a need for new models of access control to match the remote
and agile nature of the computing environment. Attribute-Based Access Control (ABAC) was
suggested as a possible solution to pr0V1d1ng a unified, but flexible access control policy for

this new paradigm [ ; ]. In more recent
years, interest has grown in applymg Attribute-Based Access Control (ABAC) to emerging
computing areas such as Internet of Things (IoT)[ ], smart connected vehicles [

], health care] ], big data[ ] and other less traditional

distributed systems.

ABAUC, unlike more traditional models of access control, allows for the creation of access
policies based around the existing attributes of the users and objects in the system, rather than
the manual assignment of roles, ownership or security labels by a system administrator. There
are several situations, including cloud computing, where this would be beneficial, removing
the need for manual intervention when authorizing users for certain roles or security levels;
simplifying administration in complex systems with a large number of users as well as creating
the possibility of automating access control decisions for remote users from foreign systems.
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While some research has focused on adding attribute-like concepts to existing models of
access control[ , ], little work has been successful in creating
a generally agreed upon formalized model or standardization of “pure” Attribute-Based Ac-
cess Control. This shortage of formalized foundational ABAC models is limiting both access
control research (forcing attribute related work to be highly informal and ill defined) and indus-
try (causing a lack of ABAC standardization needed for implementing secure attribute-based
systems). This problem has not gone unnoticed by government and standards organizations,
leading to calls for increased development of ABAC systems and research towards founda-
tional models by the Federal Chief Information Officers Council[ ], the Na-
tional Institute of Standards and Technology (NIST)[ ], and even as part of the
White House’s National Strategy for Information Sharing and Safeguarding[

].

A formalized foundational model of ABAC will open new research opportunities in access
control as well as lead the way to standardization for industry use; however, ABAC’s relative
infancy compared to the traditional models (namely MAC, DAC, and RBAC) leads to a num-
ber of other related research problems (discussed in Chapter 2 Section 2.4). These problems
include but are not limited to: lack of a delegation and administration model, limited work
towards hierarchical models, questionable auditability and the complexity of enforcing sepa-
ration of duty constraints. Solving these problems is critical to support the adoption of ABAC
systems in real world scenarios and move beyond the theoretical level.

1.2 Background

1.2.1 Basic Definitions

The following are commonly used definitions in access control research and the remainder of
this document:

Object: A logical object on which access control is desired (sometimes referred to as a re-
source). Examples include but are not limited to: file system objects, databases, physical
resources (e.g. printers, scanners, doors, etc.), network resources, other access control enti-
ties (e.g. subjects or roles) and physical objects (e.g. library book).

Subject: An entity requesting access to the system (also referred to as a user or requestor).
This may be the actual human user of the system, a session or process that performs requests
on the user’s behalf or a completely automated non-human program or process (a non-
person entity).

Operation: A process, command, or program that may be performed on an object (also called
actions or access modes). Examples include but are not limited to; read, write, delete,
execute (e.g. run a program), grant (grant ownership or permission on), use (e.g. use a
printer or open a door) or a custom operation like checkout a book (e.g. for a system granting
permission to checkout library books).

Permission: The authorized actions in a system that are commonly defined as a paring of an
operation with the object it is allowed to be performed on. Permissions are also commonly
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referred to as privileges, rights, authorizations or entitlements but may have slightly
differing definitions in some works.

Policy: (or Security Policy, Access Control Policy, Access Policy, Policy Rule, etc.) are the
high level rules system administrators put in place to govern allowable behaviour. These
policies may take the form of written rules in well defined policy languages (e.g. XACML)
or more abstract configurations such as defining and assigning roles in RBAC.

Administration: The act of creating, defining, editing, configuring or maintaining access con-
trol policies.

Authentication: The act of verifying that a subject is actually who they claim to be (normally
on the basis of some credentials provided by the subject).

Credential: Proof of a subject’s identity, qualification, competence, or authority. Can take the
form of a user name, password pair, signed certificate issued by some authority, verifiable
statements made by other subjects, etc.

Identity: A unique identifier or aspect of a subject (e.g. a user’s full name, employee ID, SIN,
etc.). This is distinct from common attributes of a subject that are not necessarily unique
on their own (e.g. age, role, job title, student type) but may form a unique identity when
combined.

Attribute: A trait or aspect of an access control entity, the environment or any part of the sys-
tem for which access control is being applied. Possible subject attributes include age, name,
home address, or job title. Possible object attributes include author, creation date, last mod-
ification date, or patient (for a health record). Possible environment attributes might include
current time, day of the week, number of users logged in, or free space. See Section 1.2.3
for more details.

Constraint: A limitation or restriction placed on part of an access control system. For exam-
ple, a constraint may restrict a user from having both permissions required to create a loan
application and approve a loan application or a system may be constrained to only allow a
fixed number of roles to be activated in a single session. Additionally, constraints can be
made based on the current state of the system’s environment (e.g. only allow role/permis-
sion activation during set times or days of the week); however, this should be considered
distinct from the permission granting policies in ABAC that grant permissions based on the
current value of attributes of the environment and other access control entities (i.e. one is
restricting permissions and one is granting permissions).

Group: A collection of access control entities that may be assigned or related to other entities
as a whole. For example, an object group might be a collection of resources that may be
paired with a single operation to form a permission containing multiple objects.

Role: A set of permissions assigned together as a group to other access control entities (namely
users). Often access control roles are representative of real roles or job titles found in an
organization and may have a similar hierarchical representation. Used in RBAC and hybrid
ABAC models, see Section 1.2.2.3.
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Session: A logical construct, often only temporary in existence, that makes access control
requests on a system in place of a user. In many models of access control a session will only
be granted a subset of a user’s permissions in an effort to help enforce the principle of least
privilege.

Definitions with multiple corresponding words (e.g “user” and “subject” or “object” and “re-
source”) are used interchangeably in this document and refer to the above definitions unless
otherwise noted.

1.2.2 Traditional Access Control
1.2.2.1 Discretionary Access Control

In Discretionary Access Control (DAC)[ ; ], access is
granted to users directly via an access matrix[ ]. In most cases this matrix,
A, takes the form of A[s;, 0;] = m;; where s; is a subject from the set of all subjects that have
access to a given system, o; is an object from the set of all objects or resources protected by
the system and m; ; is the set of access modes under which the subject may access the object
(e.g. the “read” access mode might grant the subject permission to view the contents of the
object). Granting permissions on an object (i.e. assigning access modes to the user, object pair
in the access matrix) is left to the discretion of the object’s “owner”, either an individual user
or group that has been previously assigned ownership of the object (often represented through
an “owns” access mode in the access matrix and assigned to the initial creator of an object by
default).

While the simplicity of this model makes it ideal for cases like file system access control
in operating systems (e.g. Unix file permissions), it is insufficiently flexible or constrainable
for systems with more complex access control requirements. In many cases it is desirable
that access control decisions are centrally controlled and made on the basis of organizational
policies or structure, rather than left to the discretion of individual users of the system. In terms
of flexibility, DAC lacks the expressiveness to deal with more complex access policies that
occur in real world organizations such as “only accountants can access client files”, “only users
with top security clearance can read documents labelled top secret” or “tellers can only make
changes to client’s accounts during week days from 9AM to SPM”. Instead, DAC relies upon
the manual tagging of object,subject pairs with access modes by individual owners, making it
unsuitable for such scenarios.

1.2.2.2 Mandatory Access Control

Unlike DAC, Mandatory Access Control (MAC) enforces centrally controlled access policies
defined not at the discretion of the user but by an access control administrator. This facilitates a
single organization-wide security policy that applies to all subjects including the processes they
execute. The Bell-LaPadula model[ ] is perhaps the most well known
MAC model in the access control literature, which takes a lattice-based approach to enforcing
multilevel security using security labels. In the Bell-LaPadula model, subjects and objects
are tagged with clearances and security levels respectively, both comprised of a classification
(e.g. “Top Secret”), C, and a set of categories (e.g. {“NSA, NATO, CIA}), S, such that labels
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Figure 1.1: Example security lattice in the Bell-LaPadula[ ] model.

are defined as L = (§,C). Classifications are totally ordered (e.g. “Top Secret” >“Secret”
>“Classified” >*“Unclassified”) and a security level, L; = (S, C)), is considered to dominate
another level, L, = (§,,(»), if and only if C; > C, and S, € §;. This partial ordering of
security levels is represented by a mathematical lattice such as the example lattice shown in
Figure 1.1.

Access control is established through the following “Simple Security” read property and
either a “Liberal *” or “Strict *”” write property (where L(x) denotes the secularity label of the
access control entity):

Simple Security Property: A subject, s, may read a given object, o, if L(s) > L(o). That is
to say that a subject may read the contents of an object if their security clearance dominates
the security level of the object, restricting users to reading at their own level or lower in the
lattice.

Liberal *-Property: A subject, s, may write to a given object, o, if L(s) < L(0). That is to say
that a subject may write to an object if the subject’s clearance is dominated by the security
level of the object, restricting users to writing to their own level or higher in the lattice.

Strict *-Property: A subject, s, may write to a given object, o, if L(s) = L(o). That is to say
that a subject may write to only objects of an equivalent security level.

If the example lattice from Figure 1.1 is used, a subject operating at a S clearance level
could read only objects labelled S, C; or U (all dominated by S ) and write only to objects
labelled S| or TS (assuming the liberal *-property is in use). If instead, the strict *-property is
used, such a subject would be limited to writing to only objects of the same security level (S ).
In most systems, users are permitted to operate at any clearance level so long as that clearance
level is dominated by the clearance label assigned to the user.

Although this style of MAC satisfies many of the requirements of the high security systems
for which it was originally designed (namely for military and government use), it is often
inadequate for more open and less static environments. The Bell-LaPadula model requires all
subjects and objects to be both known and tagged with security levels before system creation
and gives few options for reconfiguring the system at run time. While policies based on security
levels are possible, more fine grained policies like “objects labelled Top Secret can only be
accessed from a secure network™ are still not possible using the model alone.
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Figure 1.2: NIST RBAC Model[| ].

1.2.2.3 Role-Based Access Control

In Role-Based Access Control (RBAC)[ ; 1,
access control decisions are based on a user’s assigned role in an organization rather than
directly assigned permissions or security labels. Roles are assigned permissions (object, op-
eration pairs) that grant access to perform a specified operation on a specific object (or set of
objects) and users are assigned to roles that represent their position in an organization. Users
are able to activate one or more roles for which they are a member in a given session and all ac-
cess decisions for that session are derived from the resulting set of permissions obtained from
the active roles. One of the most accepted models of RBAC is the NIST RBAC model[

], shown in Figure 1.2, that includes a role hierarchy and constraints to enforce Sep-
aration of Duties (SoD). In the NIST model, the role hierarchy allows parent roles to inherit the
permissions of their children and child roles to inherit the users of their parents. This allows
RBAC to further model the hierarchical structure of most organizations. SoD constraints are
divided into static SoD, where subjects are prohibited from being assigned conflicting roles,
and dynamic SoD, where subjects are prohibited from activating conflicting roles in the same
session.

While RBAC provides a more generalized model than MAC or DAC (and in fact can emu-
late both models effectively [ ]), it falls short in cases where users and their
respective roles in the system are poorly defined or even unknown before access requests take
place. As RBAC requires the assignment of users to roles (often manually) before users may
access a system, it is unsuited for domains in which user’s identities may be unknown or only
determined at the time of access (such is commonly the case in service oriented architectures
like web service based implementations). Additionally, access control polices in basic RBAC
models (like the NIST model) are mostly limited to form of “if a user is assigned a role X
they are granted the set of permissions Y”’; however, this is insufficiently flexible for many real
world scenarios. For example, a bank may only permit an employee with the role “teller” to
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access client accounts during set times of the day and week or a hospital may wish to constrain
a user with the role “patient” to only viewing medical records in which they are described
as the patient. Both of these cases would be difficult, if not impossible, to model in NIST
style RBAC. While many extensions to RBAC do exist, which expand the flexibility of access
control polices (such as those described in Chapter 2 Section 2.3.2) they often only concen-
trate on adding a single new feature (e.g. time or location based policies, parameterized roles,
automated role assignment, etc.) rather than creating a new, more generalized model.

1.2.3 Attribute-Based Access Control

Attribute-Based Access Control (ABAC) is an emerging form of access control that is starting
to garner interest in both recent academic literature and industry application. While there is
currently no single agreed upon model or standardization of ABAC, there are commonly ac-
cepted high level definitions and descriptions of its function. One such high level description is
given in National Institute of Standards and Technology (NIST)’s recent publication, a “Guide
to Attribute-Based Access Control (ABAC) Definition and Considerations”| ]:

Attribute-Based Access Control: An access control method where subject requests
to perform operations on objects are granted or denied based on assigned at-
tributes of the subject, assigned attributes of the object, environmental conditions,
and a set of policies that are specified in terms of those attributes and conditions.

Rather than basing access control decisions on a user’s identity like the traditional methods,
ABAC bases access control around the attributes of access control entities. These attributes are
often classified into one of the following categories:

User Attributes: Attributes of the subjects of the system. May include attributes like age,
name, office number, job title, role, security clearance, home address, date hired, trust level
(e.g. how trusted the user is by the system), etc.

Object Attributes: Attributes of the resources of the system. May include attributes about
the meta-data related to the object such as author, date created, last modified, size, file
type, security level, etc., or the contents of the object such as patient name (e.g. for health
records), student number (e.g. for student records), title of chapter 1, etc.

Environmental Attributes: Attributes derived from the current state of the system’s environ-
ment. For example, current time, day of the week, number of users logged in, free space,
CPU usage, etc.

Connection Attributes: Attributes that only apply to the current session of a user. For exam-
ple, IP address, physical location (e.g. for mobile systems), session start date/time, current
session length, host name, number of access requests made, etc.

Administrative Attributes: Configuration attributes that apply to the whole system and are
either manually set by an administrator or by some automated process. These could include
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Figure 1.3: Core ABAC model. Thin solid arrows denote many-to-many relations, thick solid lines
denote relation with policy engine and doted lines denote information used by the policy engine to
evaluate a given policy. Ovals represent ABAC model elements.

a threat level (e.g. different polices could be used depending on if the system was likely to
be attacked or not), minimum trust level (e.g. the minimum amount of trust required for a
user to access the system), maximum session length (e.g. the maximum allowable length of
a session), etc.

Ideally, these attributes are all properties of the elements in the system and do not need to be
manually entered by administration (e.g. many of the attributes about an object come from
its meta-data). Access policies can be created using policy languages, limiting access to cer-
tain resources or objects, based on the result of a Boolean statement comparing attributes, for
example user.age >= 18 OR object.owner == user.id. This allows for flexible en-
forcement of real world policies, while only requiring knowledge of some subset of attributes
about a given user (as opposed to knowing their identity and to what roles or permissions they
have been manually assigned).

1.2.3.1 Core ABAC Model

This section gives a description of a simplified ABAC model based on common elements found
in most ABAC models. While each ABAC model tends to formalize the elements of ABAC in
a slightly different way, the following are the most common elements of an ABAC system and
are present in most models:

Users (U): The set of all users that may access the system. Note that this set may not nec-
essarily be finite as not all users are known at creation time (something that is common in
service oriented architectures and systems involving information sharing across organiza-
tional boundaries).

Objects (O): The set of all objects protected by the system.
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Attributes (A): The set of all attributes (given by a unique name) in the system. In some
models, attributes also have a type associated with them or are subdivided into categories
based on the access control entity to which they can be applied.

Permissions (PERM): The set of all possible permissions that may be granted to users. In
some models, permissions consist of object, operation pairs similar to permissions in RBAC,
but this is not necessarily required. In other models permissions are policy and operation
pairs, that grant access to execute the operation on any object that fulfils the policy.

Policies (P): The set of all policies that govern access in the system. Normally these policies
are written in a policy language and in some way related to permissions they grant.

These basic elements are assigned attributes and related through the following relations (shown
in Figure 1.3):

Users Attribute Assignment (UAA): The assignment of attributes onto users. This may take
the form of {a € A,u € U,values} € UAA, that is to say that each element of UAA is
a triple containing an attribute name from the set of attributes (A), a user from the set of
users (U) and a set of values assigned to the given user and attribute pair. For example, if
a user, u;, was assigned an “age” attribute with the value of 28, the entry in UAA would
look like {“age”, u, {29}}. Alternatively, if an user, u,, was assigned a “supervises’ attribute
that contains the set of other users they supervise (in this case u#; and u3), the entry in UAA
would look like {“supervises”, u,, {uy, us}}.

Object Attribute Assignment (OAA): The assignment of attributes onto object. This may
take the form of {a € A, 0 € O, values} € UAA, and works in the same way as UAA but with
objects.

Policy Permission Relation (PPR): The relationship between policies and the permissions
they grant. This may take the form of {p € P,perm C PERM} € PPR. This assignment
is often formulated differently or not at all in many models depending on how their policy
language works (e.g. the language itself may specify the permission set granted).

Policies in the PERM set are commonly Boolean statements involving attributes and constants
such as user.age >= 18 (grants access if the user is 18 or more years of age) oruser.id ==
object.author (grants access if the user is the author of the file). When an access request is
made by a user it is evaluated against the set of policies (P) given the assigned attributes of the
user making the request and the object being requested. In many models, access requests are
not conducted directly by the user but indirectly through a session that may contain a subset of
the user’s attributes. A comprehensive review of existing ABAC models is given in Chapter 2.

1.2.3.2 Policy Language Standards

A critical component of ABAC, although not strictly part of the ABAC model, is the access
control policy language used to define policy rules for a system. These languages, while not
models in them selves (as is sometimes erroneously implied), are either generic access control
language standards (such as XACML) or languages created specifically for use with a single
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model. eXtensible Access Control Markup Language (XACML)[ ], a standard
created by the Organization for the Advancement of Structured Information Standards (OA-
SIS), is one of the most frequently referenced works in ABAC literature. XACML is a XML
based access control policy language that is notable for its support of attribute-based policies
and used in multiple access control products. Similarly, Security Assertion Markup Language
(SAML)[ ], also developed by OASIS, provides a standardized markup
language and protocol for exchanging authorization and authentication information between
parties which supports attributes for authentication.

1.2.3.3 Attribute-Based Encryption

Another related but distinct research area from ABAC is Attribute-Based Encryption (ABE),
where objects are encrypted based on attribute-based access policies. ABE mainly consists
of Key-Policy Attribute-Based Encryption (KP-ABE)[ ] or Ciphertext-Policy
Attribute-Based Encryption (CP-ABE)[ ; ] based en-
cryption ciphers. In KP-ABE an object is encrypted with a set of attributes related to the object
which must pass a policy embedded in a user’s key for decryption to proceed. CP-ABE is the
reverse of KP-ABE, using an attribute-based policy to encrypt an object and having a user’s key
consist of a set of attributes relating to that user. While ABE, much like XACML and SAML,
lacks any kind of formal ABAC model and has rather simplified access policies, it does provide
an interesting means of enforcing ABAC policies outside of the security domain they originate
in. There are several examples of ABE being used for such in recent literature[

; ; ; ], particularly for securing web and cloud
based services.

1.3 Goals & Contributions

The main purpose the research contained in this thesis is to create a formalized model of
ABAC based in set theory which can act as a foundational model for both future research
and standardization of ABAC for industry applications. Such a model would include both
informal and formal definitions, a policy language for ABAC, example implementation and
several previously overlooked aspects of ABAC, including delegation, support for hierarchi-
cal access control structures, an encompassing architecture for real world use and a set of
suporting protocols and formats for dealing with attributes. As a first step towards this goal,
a new model of hierarchical ABAC, entitled Hierarchical Group and Attribute-Based Access
Control (HGABAC), was created (Chapter 3 and was presented in the refereed Symposium on
Foundations & Practice of Security (FPS) conference (published in springer lecture notes in
computer science[ ]). This work presents a formal model of ABAC
that is notable in part due to the addition of hierarchical user/object groups that allow for more
simplistic and flexible administration of access control policies. This contribution serves as a
foundational model upon which extensions and frameworks are built to support delegation and
administrative functions in later chapters (Chapters 5 and 6).
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1.3.1 Goals

The main goal of the research contained in this thesis is to provide potential solutions to a
number of open problems identified in ABAC research (as identified in Chapter 2 Section 2.4).
More specifically the following issues are addressed:

Hierarchical ABAC: At the time of creating the HGABAC model (Chapter 3), no “pure”
models of ABAC supported hierarchical concepts similar to those found in modern RBAC
models. One aim of the HGABAC model is to introduce hierarchical concepts into ABAC
via attribute user and object group hierarchies in which attributes and their assigned values
are inherited from parent groups. This aids in both administrative tasks and in increasing
the flexibility of possible ABAC policies (including allowing for new methods of emulating
the traditional models). HGABAC formalizes the concepts of hierarchical attributes groups
and demonstrates their versatility in modelling DAC, MAC and RBAC.

Representing the Traditional Models: A key feature of next generation access control mod-
els is the ability to emulate policies of existing models. Just as RBAC was shown to be
capable of representing and enforcing DAC and MAC based policies| 1,
the next generation of ABAC models must have the same capability (i.e. enforcing DAC,
MAC and RBAC policies). While some work towards representing the traditional models
in ABAC has been conducted (namely that done by X. Jin et al.[ ]), there is
still much left to be done in way of exploring and evaluating alternative representations.
HGABAC takes a further step by exploring representation using hierarchical groups (as
opposed to attributes that contain partially ordered sets as in [ 1.

Support for Distributed Systems: Attribute-based policies have a number of advantages in
distributed environments, particularly in cases where authority is federated among distinct
security domains with their own users, policies and resources that act somewhat indepen-
dently. In such cases, one domain may have little or no knowledge of the users or their
roles in another domain and limited ability to communicate with other domains directly
(e.g. due to communication bottlenecks or parts of systems being accessible only in an
“off-line” manner). The identityless nature of ABAC is advantageous in such scenarios as
users can be assigned permissions via their attributes and properly placed in the foreign
domain with no knowledge of the user’s identity or role in their home domain. While this
aspect of ABAC is one of its strongest features, many ABAC models, frameworks and ar-
chitectures assume that all services are on a single local system or at least within a single
security domain (with all components being trusted and able to freely communicate). One
key goal of this research is to ensure the proposed ABAC model and supporting architec-
tures are compatible with distributed and federated systems. In part, this entails: having a
name-space that uniquely identifies access control elements (attributes, users, etc.) across
independent domains; securely sharing users, attributes and permissions between separate
security domains; limiting required communication between domains to avoid bottlenecks
and scalability issues; and providing a means of authenticating with services in an “off-line”
manner (i.e. without having to connect to a third party). These issues are largely addressed
in Chapter 5 and updated to support delegation in Chapter 6.
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Supporting Architecture: In many cases, an ABAC model is not enough on its own to imple-
ment a comprehensive real-world access control system. A support architecture, protocols
and system for storing and sharing attributes is required to answer questions like “who as-
signs the attributes?”, “how are attributes shared with each party?”, “how does the user
provide proof of attribute ownership?”, “where and how are policies evaluated?”, “how
will the model scale in real-world use?”, etc. Chapter 5 presents Hierarchical Group At-
tribute Architecture (HGAA), a potential answer to these questions.

Delegation Model: At present, little research has be done towards creating a formal model of
delegation for ABAC. This commonly desired access control feature is critical for ABAC
acceptance but must be carefully considered to avoid introducing new security and privacy
issues. Potential strategies for creating such a model are discussed in Chapter 4 in addition
to security and privacy implications of each method. One strategy, User-to-User Attribute
Delegation, is formalized in Chapter 6 and a support architecture is outlined.

1.3.2 Contributions

There has been a growing demand from both government and industry for more research and
development into ABAC systems that demonstrates both the need for and significances of such
works. The Federal Identity, Credential, and Access Management (FICAM) Roadmap and
Implementation Plan v2.0[ ] published by the Federal Chief Information
Officers Council in the United States recommends ABAC for “promoting information shar-
ing between diverse and disparate [federal] organizations”. This recommendation is further
strengthened by the National Strategy for Information Sharing and Safeguarding|

] making the implementation of the FICAM roadmap a priority across
federal networks in all security domains. This has lead the National Institute of Standards and
Technology to start initiatives towards formalizing and standardising ABAC, including their
recent guide to ABAC[ ]. Despite this demand and a number of efforts to create
ABAC models, there is still no single standardized description of ABAC beyond some com-
monly agreed upon high level definitions.

While a large number of ABAC models have already been developed (as evident by the
extensive list of models discussed in Chapter 2), the research contained in this thesis is novel
in a number of ways. Firstly, seldom discussed aspects of ABAC such as hierarchy, groups,
delegation, function in “off-line” and distributed environments, and supporting architectures
and frameworks are developed that have been largely ignored in recent literature. These as-
pects are critical for real world adoption of ABAC systems and are required for providing a
complete access control solution. Secondly, while there are many ABAC models targeted at
specific use-cases (e.g. cloud computing, web services, etc.), there are relatively few that are
“pure”, generic, formal and complete. Only two of the reviewed models in Chapter 2 (exclud-

ing HGABAC) would meet these criteria, one of which (ABAM[ ]), is not
an identityless solution. Such a model is required to serve as a foundational model for ABAC
research, much like how the NIST RBAC model]| ] provided a generic

formalized model to enable both RBAC research and industry use. The proposed HGABAC
model in Chapter 3, could potentially be a first step towards such a foundational model and has
already seen some acceptance and use by other researchers (as discussed in Section 7.1).
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Figure 4.3: Example of a possible attack on User-to-User Attribute Delegation.

AND department = "CompSci", and access a resource limited to CompSci students. At the
same time, Bob wishes to delegate to Charlie so he can satisfy the policy role = "faculty"
AND department = "SoftEng" and access a resource limited to SoftEng faculty. Alice del-
egates {(department, {“CompSci”})} and Bob {(role, {“faculty”})}. Making Charlie’s effective
attributes {(role, { “grad”, “faculty”}), (department, { “SoftEng”, “CompSci”})}.

While this style of delegation is easy to implement (a subject’s effective attribute set is
simply used in place of their direct set), it can lead to serious problems if not carefully con-
strained. The first issue is the creation of conflicting policy evaluations. In Figure 4.2 Al-
ice’s delegation results in Dave’s effective attribute set containing two values for the role
attribute, “ProspectiveStudent” and “undergrad”. If a policy were to exist such as role #
"ProspectiveStudent" two different results would be possible depending on the value of
role used when evaluating the policy. A potential solution is to use a policy language that
specifies clear resolutions to conflicts (e.g. prioritize attributes assigned via delegation over
those directly assigned or always grant access when any combination of attributes satisfies the
policy). However, the issue is further complicated when multiple delegations to the same del-
egatee are considered simultaneously. In such cases, conflicts can arise from purely delegated
attributes, making conflict handling more difficult (e.g. can not simply prioritize delegated at-
tributes).

A second issue is the potential for users to collude to satisfy a policy that they would
individually be unable to. In Figure 4.3 Oscar and Mallory are trying to satisfy the policy
year > 2 AND department = "SoftEng". Individually, neither can satisfy the policy as
Oscar lacks a department attribute with a “SoftEng” value and Mallory lacks a year attribute
with a value greater than 2. However, if Oscar delegates { “year”, {4}} to Mallory it creates the
effective attribute set {(year, {1, 4}), (department, {“SoftEng”})} and Mallory can satisfy the
policy if year is evaluated as 4. While one solution is to heavily constrain what attributes can
be delegated or to use a constraint specification language[ ] to enforce SoD
style constraints, the simplest fix is to isolate delegated attribute sets from each other and the
delegatee’s directly assigned set. Thus, a user must choose what set of attributes to activate
at the start of a session (similar to role activation in RBAC[ 1. Isolation
of attribute sets would also provide a solution to conflicting policy evaluations and aid in user
comprehension. For example, Alice would know that if she delegates all of her attributes to
Dave, at most Dave would have access to the same permissions as he did before in addition to
the permissions Alice has access to. Users would still be able to bypass negative polices like
“vear # 4 AND year # 1” if not having a year attribute is considered to satisfy the policy by
delegating a subset of their attributes that omits the year attribute.

A third issue resulting from merging attribute sets is losing the descriptiveness of the del-
egatee’s attributes. In Figure 4.2, after delegation, Dave’s effective attribute set is no longer
descriptive of Dave. Dave obtains a year attribute with a value of 4 while not being a student.
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{(role, {“faculty”}), {(role, {“undergrad”}),
(department, {“CompSci”})} (department, {“SoftEng”}

SoftEng
} Undergr
ads

direct(Alice) = {} direct (Bob) = {(year, {4})} direct (Dave) = { (year, {2})
inherited(Alice) = inherited (Bob) = inherited (Dave) =
{(role, {“faculty”}), {(role, {“faculty”, “undergrad”}), {(role, {“undergrad”}),
(department, {“CompSci”})} (department, {“CompSci”, “SoftEng”})} (department, {“SoftEng”})}
effective (Alice) = effective (Bob) = effective (Dave) =
{(role, {“faculty”}), { (yaer, {4}), { (year, {2}),
(department, {“CompSci”})} (role, {“faculty”, “undergrad”}), (role, {“undergrad”}),
(department, {“CompSci”, “SoftEna”})} (department, {“SoftEna”})}
Figure 4.4: Example of attribute user groups from HGABAC| ]. User groups

are shown as circles and users as rectangles. Arrows denote a user being a member of a group.

While this makes delegation possible and allows Dave to satisfy the policy, it complicates pol-
icy creation (need to account for unexpected attribute combinations) and restricts the use of
attributes to the purpose of access control (e.g. a system could not trust that an e-mail sent to
an address in a user’s effective attribute set was actually theirs).

The last issue is comprehension of what is being delegated and what needs to be delegated
to achieve a desired result. A delegator must be familiar with the policies of the system and their
own attributes. In Figure 4.2, if Alice wanted to delegate a permission she was granted from
satisfying the policy role = "undergrad" AND year > 2 she would have to understand
the policy, what attribute set she has been assigned and what attribute subset to delegate. This
is further complicated if delegated attribute sets are not isolated, as Alice would also have to

be aware of possible conflicts and unexpected attribute combinations.

4.2.2.2 Group Membership Delegation

Group Membership Delegation requires an ABAC model which supports user groups in which
members of a group inherit attributes assigned to that group. Figure 4.4 shows an example of
how user groups work in HGABAC[ ]. In this case Alice and Bob are
members of the CS Faculty group and inherit the attributes role and department with values
“faculty” and “CompSci” respectively. Additionally, Bob is a member of the SoftEng Under-
grad group and inherits the values “undergrad” and “SoftEng” for the attributes role and depart-
ment. These inherited attributes are merged with the user’s directly assigned attributes to form
the user’s effective attribute set (similar to how attributes are merged in Attribute Delegation).
In Group Membership Delegation, membership in groups are delegated as opposed to the dele-
gator’s attributes. In Figure 4.4, if Alice wanted to delegate a permission she was granted from
belonging to the CS Faculty group (e.g. from satisfying the policy role = "faculty" AND
department = "CompSci") to Dave she would delegate her membership in the CS Faculty
group such that Dave’s inherited set of attributes would be {(role, {“undergrad”, “faculty”}),
(department, { “SoftEng”, “CompSci”})} leading to the effective attribute set {(year, {2}), (role,
{“faculty”, “undergrad”}), (department, {“CompSci”, “SoftEng”})} when merged with his
attributes.
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This method of delegation has several advantages over Attribute Delegation. User com-
prehension is improved as users are not required to pick individual attributes to delegate and
instead only need to consider what group memberships are needed. Placing constraints on del-
egation becomes easier as delegators are forced to delegate whole attribute sets belonging to
groups at a time (constraints can be placed on what group memberships can be delegated and
by whom, rather than individual attributes). Finally, the effective attribute set of delegatees is
more likely to remain descriptive of the delegatee as personal attributes (like year, age, etc.)
are more likely to be directly assigned than assigned to groups.

Despite these advantages, Group Membership strategies share a number of issues in com-
mon with Attribute Delegation. Conflicting policy evaluations and user collusion is still pos-
sible, although more restrained. For collusion to be possible, groups have to be assigned
the required attribute value pairs. For example, if the policy was role = "faculty" AND
department = "SoftEng", Alice and Dave could still collude to satisfy the policy (by Al-
ice delegating her membership in the CS Faculty group to Dave); however, it would not be
possible for Alice and Dave to collude to satisfy the policy year > 1 AND department =
"CompSci" as year is a directly assigned attribute. Isolating attribute sets obtained through
membership delegation and attribute sets obtained through normal assignment would mini-
mize the issue and avoid unforeseen permissions being granted (e.g. if Alice delegates her
membership a group to Dave, she knows that Dave would not satisfy any policy that she her
self could not satisfy from her membership).

Group Membership Delegation also introduces a new issue. Attributes that are directly as-
signed to a delegator, like the year attribute in Figure 4.4, are undelegatable. Assuming this
attribute is only directly assigned to users and never to groups, it would be impossible to dele-
gate membership to satisfy a policy such as year > 2. A system utilizing Group Membership
Delegation would either have to carefully design its groups such that all desired delegation
use cases can be accomplished through delegating group memberships or implement a second
delegation strategy in addition to Group Membership Delegation.

4.2.2.3 Permission Delegation

Rather than delegating attributes (directly or indirectly) Permission Delegation strategies are
based on delegating permissions. Delegators are able to delegate permissions they obtain by
satisfying policies onto delegatees so long as the granting policy remains satisfied (e.g. if the
delegator’s attributes or an environmental attribute changes such that the policy granting the
permission is no longer satisfied, the delegated permission is revoked). In strategies where a
group is the delegator, the permissions the group can delegate is equal to the set of permissions
a user would be granted if they had the same attributes as the group. For example, if the
users and groups from Figure 4.4 and the policy role = "faculty" AND department =
"CompSci" existed that granted the permission, p;, both Alice and Bob as well as the group
CS Faculty could delegate p,. If the policy year > 2 AND TIME > 9:00AM AND TIME <
5:00PM granted the permission p,, Bob and Dave could delegate p, but the delegation would
only be valid between 9:00AM and 5:00PM.

Permission Delegation strategies poses greater challenges in terms of implementation but
resolve the issues faced by the other families. As delegated permissions are only valid while the
policy granting them remains satisfied, a system would be required to either periodically check
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that the delegator still satisfies the policy or recheck the policy each time the delegatee uses the
permission. Depending on the size of the system and the complexity of the policies, this could
add significant overhead. The benefit is that no change is made to the delegatee’s attribute
set, limiting conflicting policy evaluations and preventing user collusion. User comprehension
is also improved as users are delegated permissions directly rather than attributes that only
indirectly grant permissions.

4224 XACML & Policy Rights Delegation

The XACML Administration and Delegation Profile[ ] enables the support
of attribute-based administration and delegation policies in XACML. This is accomplished
by adding permissions that grant the right to issue new policies under certain constraints and
delegatees are able to further delegate these rights on to other delegatees so long as the same
constraints are maintained. For example, a system using this style of delegation might have a
trusted policy (e.g. one created by a system administrator) that grants Alice the right to create
a policy that grants access to use a printer so long as the subject using the printer has a role
attribute with the value “employee”. This policy would not grant Alice (or any one else) the
right to use the printer (even if she had the required attribute value pair), but only to create a
policy under these constraints. If Alice wished to allow Bob access to the printer she could
create an access policy that stated that a user with the name Bob could use the printer so
long as he had a role attribute with the value “employee”. She could also create a policy that
allowed anyone with a year attribute with a value greater then 2 and a role attribute with the
value “employee” to use the printer, to allow any user that meets these conditions to use the
printer. However, Alice could not create a policy that lacks the requirement that the user be an
employee as this is a constraint in the original delegation policy.

While this style of delegation is well suited for administration purposes, it presents some
significant user comprehension barriers. Users wishing to temporarily delegate a permission to
another user must have adequate understanding of policy creation, the policy under which they
are permitted to delegate, and the attributes that exist in the system. Allowing users to create
policies also poses potential risks if not properly constrained. As mentioned in [

], it may be possible for a user to create policies such that a significant amount of com-
putation will be required during policy evaluation to the point of degrading the performance of
the system (effectively executing a denial of service attack).

4.2.3 Revocation

Revocation is an integral component of delegation models that provides a means to undo or
revoke the dynamic delegations that have been made during the execution of the system.
In traditional access control models, revocation is commonly described by two properties
cascading/non-cascading and grant dependent/grant independent. Cascading revocation ap-
plies to delegation models that support multiple levels of delegation. For example, Alice might
delegate permissions p; and p, to Bob, who further delegates p, onto Dave who in turn del-
egates p, to Charlie. In cascading revocation, if Alice revoked her delegation of p; and p, to
Bob, the whole chain of delegation is broken and Dave and Charlie would lose access to p,.
In non-cascading revocation only Bob would lose access to the delegated permissions, while
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direct(Alice) = { (yvear, {4}),
{ (year, {4}), (role, {“grad”})} { (role, {“grad”})}
(role, {“grad”}),| Alice » Bob » Dave
(department,
{“CompSci”})}

Figure 4.5: Example User-to-User Attribute Delegation chain.

Charlie and Dave would maintain access to p,. Grant dependence describes who may revoke
a delegated permission. In grant dependent revocation, only the delegator who invoked the
original delegation can revoke it. In grant independent revocation any delegator that is able to
make the same delegation may revoke it. For example, if Alice delegated p; and p, to Bob,
and Dave is also able to delegate p; and p, to Bob (but has not in this case), both Alice and
Dave can revoke Alice’s delegation of p; and p, to Bob. In addition to user enacted revocation,
revocation can also happen as the result of some constraint being violated (e.g. a time limit
placed on the delegation expires or a user is no longer a member of a required group or role).

In attribute-based systems, revocation is further complicated as several ABAC frameworks

and architectures| ; ] isolate the attribute granting and policy
evaluation parts of the system. For example in the ABAC security architecture described by
Yuan and Tong[ ], attribute authorities issue attributes to users in the form
of SAML Attribute Assertions[ ] that are passed on to services the user

desires to make requests upon (the services then in turn use the policy decision service to
determine if the request is granted). These attribute assertions are cryptographically signed
documents that detail a user’s attribute set and the conditions under which they are valid. This
is problematic for revocation, however, as these assertions are immutable after they have been
issued and there may be no way to directly communicate changes that would initiate revocation
between the attribute authorities and the policy decision service. Figure 4.5 shows a case where
this can be an issue. In this example of User-to-User Attribute Delegation, Alice delegates the
attribute subset {(year, {4}), (role, {“grad”})} to Bob and Bob further delegates a subset of
these attributes, {(role, {“grad”})}, onto Dave. If Dave requests his attributes from an attribute
authority he will be issued an assertion for the attribute set {(role, {“grad”})} that is valid for
some time period. However, if Alice or Bob wished to revoke their delegation before this time
period had elapsed they would have no way of easily doing so.

While solutions such as revocation lists and sending notices between the attribute author-
ities and the policy decision service are possible, they require some level of direct communi-
cation which undermines many of the benefits of this kind of ABAC security architecture. An
alternative such as having the policy decision service directly contact the attribute authority
for the user’s attribute set rather than using a SAML assertion indirectly passed through the
user would work but would eliminate benefits such as single sign-on, interoperability between
isolated attribute authorities and policy decision services run by different organizations, ability
to use an off-line attribute authority and in some cases scalability would be limited by requiring
direct communication. For these reasons, the underlying ABAC security architecture used will
have a great impact on what methods of revocation are possible or practical for each delegation
strategy.



4.2. DESCRIPTION OF POTENTIAL DELEGATION STRATEGIES FOR ABAC

Table 4.2: Evaluation of Delegation Strategies

Strategy Requires Features User Attributes Remain Conflicting Persistent
Comprehension Descriptive Policy Evalua-
Evalua- tion
tions Required
Attribute Delegation
User-to-User Core ABAC Low No Yes No
User-to-Group Core ABAC Low No Yes No
Group-to-Group Core ABAC, User Groups Low Depends on Group Yes No
Group-to-User Core ABAC, User Groups Low Depends on Group Yes No
User-to-Attribute Core ABAC Low No Yes No
Group-to-Attribute Core ABAC, User Groups Low Depends on Group Yes No
User-to-Policy Core ABAC Very Low No Yes Yes
Group-to-Policy Core ABAC, User Groups Very Low Depends on Group Yes Yes
Group Membership Delegation
User-to-User Core ABAC, User Groups Medium Depends on Group Yes No
Group-to-User Core ABAC, User Groups Medium Depends on Group Yes No
Group-to-Group Core ABAC, User Groups Medium Depends on Group Yes No
User-to-Group Core ABAC, User Groups Medium Depends on Group Yes No
User-to-Attribute Core ABAC, User Groups Medium Depends on Group Yes No
Group-to-Attribute Core ABAC, User Groups Medium Depends on Group Yes No
User-to-Policy Core ABAC, User Groups Low to Medium Depends on Group Yes Yes
Group-to-Policy Core ABAC, User Groups Low to Medium Depends on Group Yes Yes
Permission Delegation
User-to-User Core ABAC High Yes No Yes
User-to-Group Core ABAC High Yes No Yes
Group-to-User Core ABAC, User Groups High Yes No Yes
Group-to-Group Core ABAC, User Groups High Yes No Yes
User-to-Attribute Core ABAC High Yes No Yes
Group-to-Attribute Core ABAC, User Groups High Yes No Yes
User-to-Policy Core ABAC Medium to High Yes No Yes
Group-to-Policy Core ABAC, User Groups Medium to High Yes No Yes
XACML/Policy Rights Delegation
XACML Profile Core ABAC, XACML Low to Medium Yes No Yes
Strategy Possible Revokers Revocation Complexity Implementation
Complexity
Attribute Delegation
User-to-User Delegator Low Very Low
User-to-Group Delegator Low Low
Group-to-Group Delegator, Group Member Low Low
Group-to-User Delegator, Group Member Low Low
User-to-Attribute Delegator Medium Medium
Group-to-Attribute Delegator, Group Member Medium Medium
User-to-Policy Delegator, Policy Medium to High Medium
Group-to-Policy Delegator, Group Member, Policy Medium to High Medium
Group Membership Delegation
User-to-User Delegator Low Very Low
Group-to-User Delegator, Group Member Low Low
Group-to-Group Delegator, Group Member Low Low
User-to-Group Delegator Low Low
User-to-Attribute Delegator Medium Medium
Group-to-Attribute Delegator, Group Member Medium Medium
User-to-Policy Delegator, Policy Medium to High Medium
Group-to-Policy Delegator, Group Member, Policy Medium to High Medium
Permission Delegation
User-to-User Delegator, Policy Medium to High Medium
User-to-Group Delegator, Policy Medium to High Medium to High
Group-to-User Delegator, Group Member, Policy Medium to High Medium to High
Group-to-Group Delegator, Group Member, Policy Medium to High Medium to High
User-to-Attribute Delegator, Policy High High
Group-to-Attribute Delegator, Group Member, Policy High High
User-to-Policy Delegator, Policy Very High High
Group-to-Policy Delegator, Group Member, Policy Very High High
XACML/Policy Rights Delegation
XACML Profile Unclear? Unclear? Likely High High
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4.3 Qualitative Evaluation of Delegation Strategies

To further explore the advantages and limitations of each delegation strategy and summarize the
issues discussed in Section 4.2, we have devised a number of qualitative attributes to evaluate
the trade-offs associated with each strategy:

Required Features: The features (namely user group support) required by the underlying
ABAC model to support this type of delegation.

User Comprehension: How accessible the concept of delegation is to users of the system.
Will the users be able to easily understand the implications of their delegation and what
rights are gained from it.

Attributes Remain Descriptive of Subject: How descriptive a subject’s attributes remain of
the subject after delegation occurs.

Potential for Conflicting Policy Evaluations: If the delegation could cause a conflict in the
evaluation of an access control policy present in the system.

Persistent Evaluation of Policies Required: If one or more policies need to be continuously
or periodically evaluated to maintain the delegation.

Revocation Complexity: The complexity of revoking a delegated permission, attribute, etc.
before it expires.

Possible Revokers: The set of actors in the system that are able to revoke a delegated permis-
sion, attribute, etc. before the expiry date (assuming a grant dependent model of revocation).

Implementation Complexity: The difficulty or complexity of integrating this delegation strat-
egy into an existing ABAC system or model.

Table 4.2 compares each strategy based on the above qualitative attributes. The ideal strat-
egy largely depends on the needs and requirements of the implementing system; however, a
few generalizations can be made. Permission Delegation strategies are suitable for systems
requiring high user comprehension or wishing to remove the possibility of conflicting policy
evaluations and removing the possibility of user collusion. Attribute Delegation strategies are
appropriate when it is not possible to continually evaluate policies as is required in Permis-
sion Delegation or low implementation complexity is desired. Group Membership Delegation
strategies provide higher user comprehension with similar results to Attribute Delegation but
require user group support (lacking in many ABAC models). Finally, Policy Rights Delegation
may provide an ideal solution to policy administration but its use for dynamic delegation may
cause issues with user comprehension and open denial of service type vulnerabilities if policy
creation is not strictly constrained.

From this summary, it can also been seen that X-to-Policy style strategies introduce higher
revocation complexity and lower user comprehension. However, these strategies also provide
greater flexibility and allow for delegation to users whose identity may not be known at the
time of delegation or policy creation. X-to-Group strategies provide a means for delegators to
delegate to groups of users in one operation but are dependent on user group support in the un-
derlying ABAC model. X-to-Attribute strategies provide a middle ground between X-to-User
and X-to-Policy strategies with less flexibility than the X-to-Policy strategies but increased user
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comprehension and retaining the ability to delegate to users that are not known at the time of
delegation.

4.4 Conclusions & Future Work

4.4.1 Delegation Strategies

The delegation strategies described in this chapter seek to start addressing the open problem
of delegation (Chapter 2 Section 2.4.6) by providing a number of directions for future ABAC
based delegation models to explore. Each strategy discussed is a potential basis for creating a
delegation model and come with their own advantages and disadvantages.

The ideal delegation strategy depends on the needs of the implementing system; however,
a few generalizations can be made. Permission Delegation is suitable for systems requiring
high user comprehension and removes the possibility of conflicting policy evaluations and user
collusion. Attribute Delegation is ideal when continual policy evaluation would be difficult or
low implementation complexity is desired. Group Membership Delegation provides high user
comprehension with similar results to Attribute Delegation but requires group support.

Delegating to a user (X-to-User strategies) provides the closest parallel to delegation in
traditional models, however, delegating to groups (X-to-Group), attributes (X-to-Attribute) or
policies (X-to-Policy) can provide greater flexibility and allow for delegation to users whose
identity is unknown during policy creation. X-to-Group allows for delegation to groups of
users in one operation but requires group support. X-to-Policy introduces higher revocation
complexity and lower user comprehension but has the greatest flexibility. X-to-Attribute pro-
vides a middle ground between the two with less flexibility than X-to-Policy but increases user
comprehension while retaining the identity-less nature of ABAC.

4.4.2 Future Work

A number of directions are possible for future work. Using multiple strategies simultaneously
could provide new possibilities for delegation. Such combinations could help overcome the
limitations of individual strategies but further work is needed to evaluate any complexities
or conflicts introduced. Existing policy conflict resolution techniques could help mitigate the
issues faced by Attribute and Group Membership Delegation, as well as allow for hybrid strate-
gies with minimal limitations. Additional work is required to determine if current techniques
are applicable.

Formalizing the strategies described in this work will allow for in-depth analysis and aid
integration into existing ABAC models. Extending an existing model with each strategy would
allow for a more quantitative evaluation and provide a reference model for future work. HGABAC
is an ideal candidate for such extensions by virtue of its support for user groups. This direction
is explored in Chapter 6 by formalizing the User-to-User Attribute Delegation strategy as a new
delegation model for HGABAC and a set of extensions to the HGAA architecture (described in
Chapter 5), including an updated attribute certificate format that supports “off-line”” delegation
between users without a third party.
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5.1 Introduction

Attribute-Based Access Control (ABAC) is an emerging form of access control that bases ac-
cess control decisions on the attributes of users, objects and the environment rather than the
identity of users or the roles/clearances assigned to them. While the beginnings of ABAC in
academic literature can be seen as early as 15 years agol[ ], ABAC has only
recently gained significant attention in the past half decade[ ]. This
newfound interest has resulted in the creation of numerous ABAC models|
; ; ; ], however, none to date
have gained acceptance as a unified standard or provided a complete view of how they might
be implemented in practice. Real-world implementation details and results are still needed and
existing models largely lack architectural specifications required for actual use and empirical
study.
In our pervious work|[ ] (Chapter 3), we introduced Hierarchi-
cal Group and Attribute-Based Access Control (HGABAC), a model of Attribute-Based Ac-
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cess Control that incorporates hierarchical user and object groups to ease administration and
increase policy flexibility. Since publication, extensions to and expansion of the original
HGABAC model have been explored by ourselves and others, including introduction of an

adminstative model (GURAgG)[ ], the creation of an authorization archi-
tecture for a restricted HGABAC model (rHGABAC)[ ] and preliminary work
towards incorporating delegation concepts| ] (Chapter 4). However,

none of these works provide a complete architecture to facilitate real-world implementation
and use of HGABAC in a distributed environment or address the open issue of attribute storage
and sharing (an open problem discussed in Chapter 2 Section 2.4.7).

Questions like “who assigns the attributes?”, “how are attributes shared with each party?”,
“how does the user provide proof of attribute ownership?”, “where and how are policies eval-
uated?”, “how will the model scale in real-world use?”, etc. remain unanswered. This chapter
attempts to answer these questions and more in regards to HGABAC through the creation of
an attribute-based architecture, entitled Hierarchical Group Attribute Architecture (HGAA).
HGAA enables the use of HGABAC in distributed environments by formalizing and providing
the following key components:

o Attribute Authority: A service for managing, storing and providing user attributes in the
form of attribute certificates that are used to authenticate with a user service provider.

o Attribute Certificate: A cryptographically secured certificate that details attributes a user
has activated for a given session as well as revocation and delegation rules under which the
certificate was issued.

e HGABAC Namespace: A URI-based namespace for uniquely identifying HGABAC ele-
ments (attributes, users, objects, etc.) across disparate security domains and authorities.

e Policy Authority: A service which manages and evaluates HGABAC policies on behalf of
a user service provider.

e User Service Provider: A provider of services to end users that have access restricted on
the basis of one or more HGABAC policies.

These service components are implemented as JSON-based web services and performance
results are given to demonstrate the scalability of the architecture in terms of number of at-
tributes and policy complexity. A detailed attribute certificate format is specified that includes
support for future delegation and revocation extensions as discussed in [

] (Chapter 4) and utilized in Chapter 6 to create a HGABAC and HGAA based delegation
model.

The remainder of this chapter is laid out as follows; Section 5.2 briefly introduces HGABAC
and gives background information, Section 5.3 discusses related work and its applicability to
HGAA, Section 5.4 introduces the overall architecture and details each component, Section 5.5
details our HGAA implementation and gives preliminary performance results and finally Sec-
tion 5.6 presents our concluding remarks and considers directions for future work.
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Figure 5.1: HGABAC components and relations using Crow’s Foot Notation to denote cardinality of
relationships. Primitive components are shown in ovals.

5.2 HGABAC Background

HGABAC] ] (Chapter 3) provided a formal model of ABAC that in-
troduced group based hierarchical representations of object and user attributes that was not
available in other models at the time. In HGABAC, attributes are assigned both directly to
access control entities and indirectly assigned through user and object attribute groups (these
relations are shown in Figure 5.1). Attribute groups help simplify administration of ABAC sys-
tems by allowing administrators to create user or object groups whose membership indirectly
assigns sets of attribute/value pairs to its members. These groups are hierarchical and inherit
attribute/value pairs from their parent groups allowing for more flexible policy representation
when combined with the HGABAC policy language.

The group hierarchy is represented as a directed acyclic graph with each group a vertex
and each edge a parent/child relation between the groups such that the edge is directed to
the parent. All possible paths in the graph have the constraint that they must eventually lead
to a special min_group that has no parents and no assigned attributes. Child groups inherit
the attributes of their parent groups such that the child group’s “effective” set of attributes
(i.e. the set of attributes both directly assigned to the group and inherited from other groups)
consists of the union of all parent groups’ “effective” attributes with the attributes directly as-
signed to the child. An example user group graph is shown in Figure 5.2, in which directly
assigned attributes are shown under each group name. In this example, the effective set of
attributes for the Gradstudents group would be {{employee_level,{1}}, {student_level,{1,2}},
{room_access,{MC8, MC10, MC355, MC342, MC325}} as the employee_level attribute is in-
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Staff

{(employe_level, 1),
(room_access,

{MC355})}

Undergrads

{(student_level, 1),
(room_access, {MC8,

MC10})}

Faculty

radstudent

{(student_level, 2),
(room_access, {MC342,

MC325})}

{(employe_level, 2),
(room_access,

{MC320})}

Figure 5.2: Example user group hierarchy represented as a graph. The large bold text denotes the
group’s name, beneath which the set of directly assigned attributes is shown.

Listing 5.1: Example HGABAC HGPLv1 Policy Permission Pairs

P1 = (user.age >= 18 AND object.title = "Adult_.Only.Book", read)
P2 = (user.id = object.author, write)
P3 = (user.role IN {"doctor", "intern", "staff"} AND
user.id != object.patient, read)
P4 = (object.type = "program" AND object.required_certifications

SUBSET user.certifications, run)

herited from the Staff group and values of the other attributes are merged with the values from
the parent groups (Staff and Undergrads). In the case of the Faculty group, the effective set of
attributes would be {{employee_level, {1,2}}, {room_access,{MC355, MC320}}, only inheriting
attributes from the Staff’ group.

In addition to the core HGABAC model, an attribute-based policy language (HGPLv1)
was created to support policy creation and evaluation. HGPLv1 represents policies as C style
boolean statements that may evaluate to TRUE, FALSE or UNDEFINED. A resulting evaluation
of TRUE implies that access should be granted, FALSE that it should be denied and UNDE-
FINED if the policy can not be properly evaluated at the current time (equivalent to a result of
FALSE for access control decision purposes). Policies are associated with a set of operations
that they grant if satisfied.

Listing 5.1 presents a number of example policies that are possible in HGPLv1. Policy P/
states that any user with an age of 18 or older can read the book with the title “Adult Only
Book™. Policy P2 allows a user to write to any object they are an author of. Policy P3 limits
access to read a medical record to users who have the role doctor, intern or staff but only if they
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are not listed as a patient in that record. And finally, policy P4 specifies that a user can run a
program if they have the required certifications listed in the program’s certifications attribute.

It has been shown[ ] (Chapter 3 Section 3.5) that HGPLv1 and
HGABAC are capable of emulating MAC, DAC and hierarchical RBAC (though not separation
of duties) and that their attribute groups result in less complex (in terms of the number of
assignments and relations between access control entities) representations than standard (non-
hierarchical) ABAC models under a number of hypothetical use cases.

5.3 Related Work

A number of generic access control frameworks and architectures exist that could conceivably
be used to support HGABAC. The most notable of these are the Security Assertion Markup
Language (SAML)[ ], the eXtensible Access Control Markup Lan-
guage (XACML)[ ] and the AAA Authorization Framework]|

]. SAML provides an XML-based standard for exchanging authentication and au-
thorization information commonly used for Single Sign-On (SSO). XACML provides a XML-
based standard for representing and sharing access control policies and an accompanying ar-
chitecture that follows the AAA Authorization Framework which describes an authorization
framework as a combination of the following distributed policy modules:

e Policy Retrieval Point (PRP): Point at which a policy is retrieved from a Policy Repository.

e Policy Decision Point (PDP): Point where a policy from a PRP is evaluated based on infor-
mation from one or more PIPs.

e Policy Enforcement Point (PEP): Point at which the policy is enforced (i.e. the point at
which a user is denied or granted access to a service based on the result of the PDP).

e Policy Information Point (PIP): Point at which information needed to evaluate a policy is
retrieved. In the case of ABAC, this is normally attributes and their values.

e Policy Administration Point (PAP): Point at which policies are administered and/or cre-
ated'.

While it may be possible to create a HGABAC architecture-based system solely on these
standards (and this is a possible direction for future work mentioned in Section 5.6), such a
solution would face a number of issues and shortcomings addressed by our HGAA architecture:

e Off-Line PIPs: In the most common use of the XACML architecture, a PDP requests the
policy information required to evaluate a policy from a PIP after it receives a request from
a PEP (presumably triggered by a user attempting to access a service). However, this ap-
proach is problematic if PIPs are unavailable (e.g. a user’s home domain may not have a PIP
for user attributes that is available continuously or may wish to only assign attributes off-
line) or such requests introduced excessive overhead (e.g. if a large number of PIPs need to

'Not defined in the AAA Authorization Framework, only in XACML
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be contacted to collect a full set of a user’s attributes). HGAA provides a solution in which
no outside PIPs need be contacted if an attribute certificate is available.

e Public Key Infrastructure (PKI) Overhead: X.509 Attribute Certificates|
] and SAML require the use of X.509 PKI which may be unavailable or overkill in
many cases. Additionally, requiring attribute certificates to be accompanied by the holder’s
Public Key Certificate can weaken anonymity, a key feature of ABAC. HGAA overcomes
this by using a simplified public key based trust system between Policy and Attribute Au-
thorities and specifying an attribute certificate format that does not require X.509 Public
Key Certificates and allows for pseudonymity.

e Future Support for Delegation: A future goal of HGABAC is to support one or more mod-
els of delegation as described in [ ] (Chapter 4). While XACML
does have a delegation profile[ ], the style of delegation supported is
closer to administration than traditional user-to-user delegation. HGAA provides a num-
ber of points upon which future extensions enabling a variety of delegation and revocation
models can be built while maintaining backwards compatibility.

o HGABAC Specific vs. Generic Architecture: XACML supports a large range of flexible
access control policies that do not necessarily conform to the HGABAC model or policy
language. Use of XACML would require the creation of a new XACML HGABAC profile
and means of translating HGABAC policies into XACML. As HGAA is designed specif-
ically for HGABAC, native HGABAC policies are supported without translation to a sec-
ondary policy language and no features are restricted or compromised while ensuring that
the HGABAC model is enforced.

o Lightweight Approach: XACML and other attribute-based architectures provide flexibility
and interoperability at the cost of increasing complexity and verbosity of access control
policies (for example see the comparison of a XACML and HGABAC policy in Listings 5.2
and 5.3) as well as the supporting infrastructure. HGABAC and HGAA take a lightweight
approach, aiming to provide a simplified yet powerful policy language that requires minimal
infrastructure to support.

In addition to the generic standards mentioned, the work by S. Bhatt et al.[

] towards creating an authorization architecture and implementation of HGABAC utilizing
the NIST Policy Machine (PM)[ , ] is also of note. S. Bhatt et al.
introduce a restricted HGABAC model (tHGABAC) formalized as a single-value enumerated
policy enabling it to be implemented using a bare minimum version of the PM to take advantage
of the PM’s existing access control framework. While they were successful in implementing
the core features of HGABAC, the restricted model only allowed for simplified policies and
lacks all assignment relations from the original HGABAC model. Further, the authorization
architecture presented is limited to a single PIP that is combined with the PDP and PAP.
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Listing 5.2: XACML rule to only allow access between 9AM and 5PM.

Rule RuleId="TimeRule" Effect="Permit">
<xacml3:Description>Allow if time between 9AM and 5PM</xacml3:Description>
<xacml3:Target/>
<Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-greater-than-or-equal"”
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<EnvironmentAttributeSelector
DataType="http://www.w3.0rg/2001/XMLSchema#time"
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-time"/>

A

</Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#time">
09:00:00

</AttributeValue>

</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-less-than-or-equal"

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<EnvironmentAttributeSelector

DataType="http://www.w3.0rg/2001/XMLSchema#time"
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-time"/>

</Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#time">

17:00:00
</AttributeValue>
</Apply>
</Condition>
</Rule>

Listing 5.3: HGABC Policy to only allow access between 9AM and 5PM.

env.time_of_day_hour >= 9 AND env.time_of_day_hour <= 17
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5.4 Architecture

The HGAA architecture is comprised of three core service types; the Attribute Authority ser-
vice (discussed in Section 5.4.2), the Policy Authority service (discussed in Section 5.4.5) and
the services provided by the User Service Provider (referred to as “User Services” and dis-
cussed in Section 5.4.4). Using terminology from the AAA Authorization Framework, the
Attribute Authority would be analogous to a PIP, the Policy Authority to a combined PDP,
PRP and PAP and the user services to a PEP. A simplified (only showing a single instance of
each service and one user) representation of this architecture and the information flow between
the services is shown in Figure 5.3.

Many instances of Attribute Authorities, Policy Authorities and User Services are allowed
to coexist across diverse security domains. Interoperability between these services and do-
mains is possible so long as a trust relation has been established at a prior time between a given
Attribute Authority and a given Policy Authority. From a technical standpoint, this trust rela-
tion consists of a Policy Authority listing an Attribute Authority’s public key as trusted (thus
accepting attribute certificates issued by this authority). From a practical standpoint, this means
that users who are issued an attribute certificate (hereinafter referred to as an “AC” and dis-
cussed in more depth in Section 5.4.3) from one domain/organization can access the services
of another domain/organization if a trust relation exists between their Attribute and Policy Au-
thorities and the user satisfies the required policies. User Services are able to utilize HGABAC
by employing the services provided by a Policy Authority to evaluate user requests (which
include an AC issued by a trusted Attribute Authority). These relations between services and
users are shown in Figure 5.4.

The following subsections describe each major HGAA component in more depth including
the requests between services shown in Figure 5.3.

5.4.1 HGABAC Namespace

As multiple Attribute Authorities may exist and do not directly communicate, attributes from
different sources must be uniquely identifiable and conflicts avoided. This issue is not isolated
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Listing 5.4: HGABAC URI Based Namespace Grammar

Absolute URI:
hgabac://<authority>[[/<type>]/<element_name>]

Relative URI:
[/]1<type>/<element_name>
| [/]<element_name>

type:
user
| group[/user | /object]
| attribute[/<att_sub_type>]
| object[/<obj_sub_type>]
| session
| operation
| permission
| policy
| service

att_sub_types:
user

| object

| environment

| admin

| connection

| unknown

obj_sub_types:
file
| service
| hardware
| program
| database
| meta

| unknown

element_name:
defined by regex: [a-zA-Z0-9\.\-\_]+

authority:
<host>[:<port>]

host:
valid hostname as per RFC 1123

port:
defined by regex: [1-9][0-9]*
must be less then 65536.
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to HGAA but an open ABAC problem that has been identified in recent literature[

; ] (and discussed in Chapter 2 Section 2.4.7). We offer a partial
solution that is similar to the scheme used in XACML, in which each attribute (and all other
HGABAC elements) is given a unique URI[ ] based on the grammar
given in Listing 5.4. The key difference between our namespace scheme and XACML'’s is our
support for and treatment of relative URIs.

Absolute URIs such as hgabac:/csl.cajattribute/userjage specify a HGABAC element (in
this case a user attribute) from a specific authority (in this case csl.ca). A relative URI such
as Jattribute/userjage would specify a HGABAC element from any authority (in this case an
user attribute named age from any authority). By omitting other parts of the path, relative
URIs can make broader matches. For example, /attribute/role would match any role attribute
regardless of attribute type or issuing authority. Supporting both absolute and relative URIs
in this fashion allows policies to be created that reference attributes from a distinct authority
(absolute reference) or any attribute of the same name and type (relative reference).

5.4.2 Attribute Authority

The Attribute Authority provides services to administer the user group hierarchy and user at-
tribute information in a given domain/organization and issue ACs to users within that domain.
It is comprised of two subservices and a database (as shown in Figure 5.3); the Attribute Ad-
ministration Point Service, the Attribute Store services, and the User Attribute Database. The
Attribute Administration Point Service provides administrative operations related to managing
and assigning user attributes. The User Attribute Database stores user attribute assignments
for users in the Attribute Authority’s domain. The Attribute Store Service provides two impor-
tant functions; first and most importantly it deals with certificate requests and issuing ACs and
secondly it maintains a revocation list for all ACs issued in the domain that have been revoked.

The certificate request process proceeds as follows (and is shown as steps 1, 2 and 3 in
Figure 5.3):

1. The user sends a certificate request to the Attribute Authority containing a list of user at-
tributes they wish to activate for a given session, their public key from a public/private key
pair generated solely for this session and their credentials for authenticating with the At-
tribute Authority. The method of authentication is left as an implementation detail for the
Attribute Authority and may be domain specific. As per the HGABAC specification, users
may activate a subset of their assigned and inherited user attributes to allow for principle of
least privilege and prevent identifying information being included in unneeded attributes.

2. If the user’s credentials are valid, the Attribute Authority requests the activated attributes
assigned to the user and their values from the Attribute Database and generates an AC as
described in Section 5.4.3. This AC contains the public key provided by the user in step
1, such that the user can provide proof of ownership of the AC using their corresponding
private key without providing identifying information.

3. The generated AC is issued to the user who may now use it to authenticate with User Ser-
vice Providers including those outside of the user’s home domain without providing any
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additional credentials. No further communication is required between the user and the At-
tribute Authority (or the Attribute Authority and any other component of the HGAA) for
this session after the certificate has been issued and this process may be completed off-line.

Revocation of ACs may happen in two ways. First, the Attribute Authority may embed
revocation rules within the AC that define conditions under which the certificate is valid. For
example, a common revocation rule would be to revoke a certificate after a set date/time. The
second means of revoking a certificate is through the revocation list maintained by the Attribute
Store subservice. AC serial numbers listed in the list are considered to no longer be valid
and revoked. Providing this list is optional and requires the Attribute Authority to be on-line
and accessible (at least periodically) by Policy Authorities such that revocation lists can be
synchronized.

5.4.3 Attribute Certificate

Attribute Certificates (ACs) allow users to offer proof of their attributes to User Service Providers.
This proof comes in the form of a cryptographically signed certificate issued by a trusted At-
tribute Authority accompanied by the public/private session key pair generated by the user at
the start of the session (the public key being embedded in the certificate and the user proving
they are in possession of the corresponding private key by signing request).
We loosely base the design of our AC format on X.509 Attribute Certificates|
], due to their simple and lightweight design and use in related literature for RBAC[

], but without the need for Public Key Certificates, supporting PKI or binding with
a user’s identity. The logical format of the certificate is defined using Abstract Syntax Nota-
tion One (ASN.1)[ ] in Listing 5.5. Our AC consists of the following 8
sections:

o ACInformation: Contains meta information about the AC. Consists of the certificate ver-
sion number (to facilitate compatibility with future versions), a globally unique serial num-
ber? and the date and time the certificate was issued.

o AClIssuer: Identifying information about the issuer of the AC. Comprised of the public key
of the issuer (the attribute authority) including information about the public key algorithm
used, a unique identifier for the issuing authority formatted as a HGABAC Namespace URI
(e.g. hgabac:/lcsl.ca for the authority csl.ca), and optionally, a common descriptive name
for the issuing authority and a URL to the authorities web service if publicly available.

o ACHolder: Pseudonymous information about the holder of the AC (i.e. the user the AC
was issued to). Contains the public key the user is using for this session including infor-
mation about the public key algorithm used, a unique identifier for the user formatted as
a HGABAC Namespace URI’ (e.g. hgabac:/jcs1.cafuser/ul 135 for the authoirty cs/.ca and
the user u/135) and optionally a common descriptive name for the user if anonymity is not
desired.

20nly needs to be globally unique for practical purposes and can be based on probability rather than requiring
coordination between issuing authorities.

3Note that this identifier is a pseudonym for the user and should not contain real identifying information. This
identifier can be different or partially randomized for each session.
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Listing 5.5: AC Format Defined in ASN.1
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AttributeCertificate ::= SEQUENCE {
information ACInformation,
issuer ACIssuer,
holder ACHolder,
attributes SEQUENCE OF Attribute,
revocation RevocationRules,
delegation DelegationRules OPTIONAL,
extensions SEQUENCE OF ACExtensions OPTIONAL,
signature ACSignature

}

ACInformation ::= SEQUENCE {
version ACVersion,
serial INTEGER,
issued DATE-TIME

}

ACVersion ::= INTEGER { v1(0) }

ACIssuer ::= SEQUENCE {
issuerPublicKey BIT STRING,
issuerKeyAlgorithm AlgorithmIdentifier,
issuerUniqueldentifier OBJECT IDENTIFIER,
issuerName VisibleString OPTIONAL,
issuerServiceURL UTF8String OPTIONAL

}

ACHolder ::= SEQUENCE {
holderPublicKey BIT STRING,
holderKeyAlgorithm AlgorithmIdentifier,
holderUniquelIdentifier VisibleString,
holderName VisibleString OPTIONAL

}

Attribute ::= SEQUENCE {
attributelID OBJECT IDENTIFIER,
attributeType OBJECT IDENTIFIER,
attributeValue ANY DEFINED BY attributeType OPTIONAL,
attributeName VisibleString OPTIONAL,

}

RevocationRules ::= SEQUENCE {
validAfter DATE-TIME,
validBefore DATE-TIME,
revocationServiceURL UTF8String OPTIONAL,

}

DelegationRules ::= SEQUENCE {

}

ACExtension ::= SEQUENCE {
extensionID OBJECT IDENTIFIER,

}

ACSignature ::= SEQUENCE {
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING

}

-- As Defined in RFC 5280

AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
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e Attribute Set: The set of user attributes and their values that the user wishes to activate.
Each attribute in the set must be assigned to the user directly or inherited through group
membership as described in HGABAC. Each attribute contains a unique identifier following
the HGABAC Namespace (e.g. hgabac:/csl.cajattribute/user/department), the attribute’s
type, value and optionally a common descriptive name for the attribute (e.g. “Department
Name”). In addition to the requested user attributes, this set also includes connection at-
tributes that contain meta information about the AC its self (such as date/time issued, is-
suer UID, holder UID, group information, etc.) such that these properties can be used in
HGABAC policies.

e ACRevocationRules: Set of rules under which an AC is valid. For the first version of the
AC presented in this work, these are limited to valid before and valid after rules. However,
space is left for extension and future work. Optionally, a URL to a revocation list web
service may be given. Such a service would provide a list of all revoked AC serial numbers
issued by the authority.

e ACDelegationRules: A place holder for delegation rules to be added in future extensions.
It is envisioned that this will allow for Attribute Delegation as described in Chapter 4 (pub-
lished in [ .

o Extension Set: A place holder for miscellaneous future extensions. The only requirement
given is that extension must have a unique identifier.

e ACSignature: A cryptographic signature of all other sections of the attribute certificate
using the issuing authority’s private key (that corresponds to the public key given in the
AClssuer section). Also included is information about the signature algorithm used. ACs
are signed by the attribute authority when issued to users as part of a certificate request and
offer proof of the authority trusting that the attributes contained describe the holder of the
certificate.

We support both a human readable text-based encoding of an attribute certificate as well as
a more efficient and less ambiguous byte encoding detailed in Figures 5.5 and 5.6. An example
of an attribute certificate in the text-based encoding is shown in Listing 5.6.
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Figure 5.5: Attribute certificate byte encoding
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Figure 5.6: Attribute certificate byte encoding (continued from Figure 5.5)
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Listing 5.6: Example AC in Text-Based Encoding. Keys, signatures and attribute list are abbreviated.

---- BEGIN ATTRIBUTE CERTIFICATE ----
FORMAT: TEXT

VERSION: 1
==== BEGIN INFORMATION ====
VERSION: 1

SERTAL: 1458702832854692305562335215823881962486460489003
ISSUED: 1513313064

==== END INFORMATION ====

==== BEGIN ISSUER ====

PUBLIC KEY: LSOtLS1CR...ZLSOtLSO=

KEY ALGORITHM: RSA[2048]

UID: hgabac://csl.ca

NAME: CS1.CA Attribute Authority

URL: http://csl.ca/AttributeAuthority/

= END ISSUER ====

BEGIN HOLDER ====

PUBLIC KEY: LSOtLS1CRU...VZLSOtLSO=

KEY ALGORITHM: RSA[2048]

UID: hgabac://csl.ca/user/ull35

NAME: Daniel Servos

END HOLDER ====

BEGIN ATTRIBUTE SET ====

#### BEGIN ATTRIBUTE: /attribute/user/account_balance ####
ATTRIBUTE ID: /attribute/user/account_balance

ATTRIBUTE TYPE: AttributeType.FLOAT

ATTRIBUTE VALUE: 9999.9999

ATTRIBUTE NAME: account_balance

#### END ATTRIBUTE: /attribute/user/account_balance ####
#### BEGIN ATTRIBUTE: /attribute/user/age ####

ATTRIBUTE ID: /attribute/user/age

ATTRIBUTE TYPE: AttributeType.INT

ATTRIBUTE VALUE: 31

ATTRIBUTE NAME: age

#### END ATTRIBUTE: /attribute/user/age ####

#### BEGIN ATTRIBUTE: /attribute/user/admin ####
ATTRIBUTE ID: /attribute/user/admin

ATTRIBUTE TYPE: AttributeType.BOOL

ATTRIBUTE VALUE: TRUE

ATTRIBUTE NAME: admin

#### END ATTRIBUTE: /attribute/user/admin ####

#### BEGIN ATTRIBUTE: /attribute/user/courses ####
ATTRIBUTE ID: /attribute/user/courses

ATTRIBUTE TYPE: AttributeType.SET

ATTRIBUTE VALUE: (CS2211,CS2034,CS1234,CS5678,CS9000
ATTRIBUTE NAME: courses

#### END ATTRIBUTE: /attribute/user/courses ####

#### BEGIN ATTRIBUTE: /attribute/connection/ac_version ####
ATTRIBUTE ID: /attribute/connection/ac_version

ATTRIBUTE TYPE: AttributeType.INT

ATTRIBUTE VALUE: 1

ATTRIBUTE NAME: ac_version

#### END ATTRIBUTE: /attribute/connection/ac_version ####
...many attributes omitted for length reasons...

#### BEGIN ATTRIBUTE: /attribute/connection/aauth_uid ####
ATTRIBUTE ID: /attribute/connection/aauth_uid

ATTRIBUTE TYPE: AttributeType.STRING

ATTRIBUTE VALUE: hgabac://csl.ca

ATTRIBUTE NAME: aauth_uid

#### END ATTRIBUTE: /attribute/connection/aauth_uid ####
==== END ATTRIBUTE SET ====

==== BEGIN REVOCATION RULES ====

VALID AFTER: 1513313064

VALID BEFORE: 1513316664

URL: http://csl.ca/AttributeAuthority/revocation_list
END REVOCATION RULES ====

= BEGIN SIGNATURE ====

SIGNATURE ALGORITHM: RSASSA-PKCS1-v1_5:SHA256

SIGNATURE VALUE: j6Zk7zl...e/eX1nGQ==

==== END SIGNATURE ====

---- END ATTRIBUTE CERTIFICATE ----




122 CHAPTER 5. HGAA: AN ARCHITECTURE TO SUPPORT HGABAC

5.4.4 User Service Provider

The User Service Provider provides services to end users that they wish to protect using
HGABAC and maintain the object group hierarchy and object attribute information relevant
to their services. Providers designate the policies under which their services may be accessed
but outsource the work of storing and evaluating these policies to the Policy Authority. Re-
quests upon User Services are allowed/denied based on the Policy Authority’s evaluation of
access policies and the attributes contained in the AC as well as the attributes of objects the
service will be accessing and the current value of environment, connection and administrative
attributes (as described in HGABAC).

Creation of a session between the user and User Service are handled as follows (shown as
steps 4, 5, 7 and 8 in Figure 5.3):

4. A user starts a session with a User Service by sending their AC (issued to the user by the
Attribute Authority in steps 1-3) to the User Service.

5. The User Service creates a session for the user by forwarding the user’s AC to the Policy
Authority in a Create Session request. This request contains the user’s AC and the User Ser-
vice’s unique ID as well as authentication information for the User Service, if authentication
between the Policy Authority and User Service is required (depends on implementation).

7. The Policy Authority responds with session information including a unique session ID and
expiry date/time. The User Service saves a copy of the AC and session information until
the expiry date/time. For the remainder of the session it is no longer required for the user or
User Service to transmit the AC.

8. The User service responds to the user’s session request with the session ID and expiry
date/time from the Policy Authority. A session is considered active and valid so long as the
AC is not revoked, the session expiry date/time is not past and the user has the session 1D
and private key corresponding to the public key embedded in the AC. A user may terminate
a session by destroying the session ID and/or private key (destroying the private key would
terminate all sessions associated with the AC).

Once a session has been established, a user may make requests upon the User Service as follows
(shown as steps 9, 10, 12 and 13 in Figure 5.3):

9. The user makes a request on the User Service that includes the session ID received in step
8 and signs this request with their private key matching the public key in the AC.

10. The User Service validates the signature on the request (using the public key in the user’s
AC) and if valid, sends a Policy Evaluation request to the Policy Authority which includes
the session ID, the policy ID associated with the HGABAC policy that must be passed for
the request to be allowed and the set of relevant object attributes (and their values).

12. The Policy Authority responds to the Policy Evaluation request with either TRUE, FALSE,
or UNDEF based on the ternary logic used in HGABAC. A TRUE response indicates that
the policy has been satisfied and the user’s request should be allowed. A response of FALSE
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indicates that the policy has not been satisfied and the request should be denied. A UNDEF
response indicates that the policy could not be evaluated (e.g. an attribute in the policy was
not available) and the request should be denied.

13. Based on the result of the Policy Evaluation request, the User Service either fulfills the user’s
request and replies with an appropriate response or responds with a message indicating that
the request was denied (optionally with more details as to why).

Further requests may be made by the user in a like manner without the need to create a new
session so long as the session is not expired or terminated.

5.4.5 Policy Authority

Policy Authorities store, manage and evaluate HGABAC policies on behalf of User Service
Providers. Policies are expressed in the Hierarchical Group Policy Language Version 2 (HG-
PLv2), an updated version of the policy language introduced in the original HGABAC work
(from Chapter 3 and [ ]). The grammar for the updated language is
given in Listing 5.7 in Augmented Backus—Naur Form (ABNF)[ ].
The most notable changes are the use of HGABAC Namespace URIs in place of attribute
names and the addition of policy references. Policy references allow policies to reference
other policies such that policies can be combined using basic logical operations (AND, OR
and NOT). For example, if P/ = /user/age >= 18 OR /user/parent_consent and P2 =
/object/author = /user/id then a third policy could be created that references P/ and P2,

P3 = /policy/P1 AND NOT /policy/P2 that would be equivalentto P3 = ( /object/author

= /user/id ) AND NOT ( /object/author = /user/id ). Policies are restricted from
creating recursive or circular references and references to unavailable policies result in UN-
DEF.

The Policy Authority Service is comprised of two subservices, the Policy Administration
Point Service and the Policy Decision Point Service, and two databases, the Policy Database
and the Environment & Administrative Attribute Database. The Policy Administration Point
Service allows for the creation and management of policies by User Service Providers as well
as the management of administrative attributes (as defined in HGABAC). The Policy Database
stores HGPLv2 policies available for use by User Services and the Environment & Administra-
tive Attribute Database stores the current values of environment and administrative attributes.
The Policy Decision Point Service authenticates user AC and evaluates them against stored
policies on behalf of a User Service.

Policy Authorities maintain a list of trusted Attribute Authorities along with their unique
ID and public key. AC are considered valid by a Policy Authority if they satisfy the following
requirements:

e The issuer of the AC is in the Policy Authority’s list of trusted Attribute Authorities.
e The issuer’s public key and ID match those recorded by the Policy Authority.

e The issue date of the AC is not in the future and is inside of the valid before and after range
given in the revocation rules.
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Listing 5.7: HGPLv2 Grammar in ABNF. An update to the HGPLv1 grammar.

policy
term
exp

var
bool_var
op

atomic
const
boolean
set
setval
int
float
string

att_id
policy_id

1

1|

policy "OR" term / term

term "AND" exp / exp

var op var / [ "NOT" ] bool_var

[ "NOT" ] "(" policy ™))" / [ "NOT" ] policy_id
const / att_id

boolean / att_id

R AR 2 A RS 2 LA §
"SUBSET"

int / float / string / "NULL" / boolean
atomic / set

"TRUE" / "FALSE" / "UNDEF"

oyt / "{" setval "}"

atomic / atomic "," setval
[ "-" 1 +( DIGIT )
int "." +(C DIGIT )

DQUOTE *( %x20-21 / %x23-5B / %x5D-7E

/ %x5C DQUOTE / %x5C %x5C ) DQUOTE
<ATTRIBUTE URI FROM HGABAC NAMESPACE>
<POLICY URI FROM HGABAC NAMESPACE>

All revocation rules are met including the current time/date being within the valid before

and after range.

The serial of the AC is not listed in the Attribute Authorities revocation list (if available).
The version of the AC and all extensions are compatible with the Policy Authority.

The signature is valid and verifiable with the Attribute Authority’s public key.

After a session has been established and the AC authenticated (as described in Section 5.4.4),
the User Service evaluates a policy with the Policy Decision Point Service as follows (and
shown in steps 10, 11 and 12 of Figure 5.3):

10. The User Service sends a Policy Evaluation request that includes the session ID, the policy
ID, and the set of object attribute value pairs. The Policy Decision Point Service extracts
the user and connection attributes from the user’s AC (which it received when the session
was created) and checks that the session and AC remain valid and no revocation rules have
been triggered.

11. If the AC remains valid, the decision point requests the policy matching the given policy ID
from the Policy Database. If the policy references any other policy, these policies are also
requested and combined. The combined policy is analysed and needed environment and
administrative attributes are requested from the Environment & Administrative Attribute
Database.

12. The combined policy is evaluated and the result (TRUE, FALSE or UNDEF) is issued to the
User Service.
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Figure 5.7: Technology and standards used in the HGAA implementation.

5.5 Implementation & Preliminary Results

As shown in Figure 5.7, we implement each HGAA service as a Python-based JSON web ser-
vice over TLS*. Web services are created with the Ladon][ ] framework. HGAA
databases are implemented using MySQL and the SQLAlchemy| ] Object Re-
lational Mapper (ORM) is used to facilitate communication between services and databases.
Administrative services were not implemented at this time as our current focus is on evalu-
ating the performance and scalability of the authentication and authorization features of the
architecture.

5.5.1 Attribute Certificate

We evaluate our AC scheme in terms of size and time required to generate and sign the AC
based on the number of user attributes included in the certificate (number of connection at-
tributes remained constant at 35). The result of these comparisons are shown in Figures 5.8
and 5.9. We find that the size of the AC grows linearly with the number of user attributes
activated at a rate of approximately 36 bytes’ per attribute (for byte encoding with single value
integer attributes) and that the time to generate an AC also grows linearly with the number of
user attributes.

“Note that while TLS was used in this implementation, it is not required by HGAA or appropriate in all HGAA
applications. TLS adds overhead and requires some level of PKI (e.g. certificates would be needed for each
service), negating some advantages of the AC format. When TLS is not used, extra additions to the HGAA
protocol are needed if messages may be intercepted, altered or repeated by an attacker to prevent replay attacks
or intercepting the content of requests. Details and formalization of these additions is left to future work.

3This amount would vary based on a number of factors including the length of the attribute UID, common name,
type and number of values.
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Figure 5.8: Size of Attribute Certificate vs. Number of User Attributes
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Figure 5.10: Attribute Store Service Request and Execution Time vs. Number of User Attributes

5.5.2 Attribute Authority

The Attribute Store Service of the Attribute Authority was evaluated in terms of request and
execution time. The results of this evaluation are shown in Figure 5.10. Request time is defined
as the time it takes a client to generate a Certificate Request, send it to the Attribute Store
Service and receive a response (includes network and webserivce overhead), while execution
time is defined as the time taken from the point the Attribute Store Service receives a request
from a client to the point where the service issues a response (only includes time taken by the
service to eventuate the request and generate a response). The number of connection attributes
remained constant during testing (at 35).

We find that both the request and execution time increase linearly with the number of user
attributes activated and included in the AC. The difference in request and execution time is re-
lated to network and web service overhead that we believe can be largely reduced by optimizing
our implementation and moving to a different web service framework.

5.5.3 Policy Authority

An interpreter for the HGPLv2 policy language was implemented using python that utilizes
a recursive descent parsing strategy. The interpreter is divided into a number of modules as
shown in Figure 5.14. As an optimization step, the Abstract Syntax Tree (AST) of a given
policy is computed and stored in a binary format in the Policy Database when a policy is added
or modified. Additionally, an intermediate symbol table, listing the attributes referenced in
the policy is computed and stored alongside the AST. Using these precomputed ASTs reduces
the time required to fulfill Policy Evaluation requests from User Services and the intermediate
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Figure 5.11: Time to Interpret Policy 100,000 Times vs. Number of AST Nodes. Policy is evaluated
from scratch (not using precomputed AST).
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Figure 5.12: Time to Decode AST Byte Format or Generate AST from Scratch vs. Number of AST
Nodes. Time given is to decode or generate AST 100,000 times.
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Figure 5.13: Size of AST Byte Format vs. Number of AST Nodes.

symbol table allows the Policy Decision Point Service to request required attributes without
reanalysing the policy.

We evaluated the Policy Authority’s performance handling Policy Evaluation requests based
on the time required to interpret a policy, the time required to decode a precomputed AST and
the size of the precomputed AST. Results of this analysis are shown in Figures 5.11 to 5.13.
A linear relationship between the number of nodes in a policy’s AST and the time required to
evaluate the policy was found. Similarly, the time to generate or decode a policy AST also
grew linearly with the number of AST nodes as did the size of the AST binary format. AST
Nodes are used in place of number of attributes in our analysis as we have found this to be
a better measure of a policy’s complexity than the number of attributes referenced. However,
further testing is needed to evaluate the impact of requesting large number of administrative
and environment attributes from the Policy Authority’s Attribute Database or the User Service
sending a large number of object attributes.

5.6 Conclusions & Future Work

We have introduced the first complete architecture for HGABAC that supports the full model
and policy language in a distributed environment. This work aids in solving the problem of
attribute storage and sharing first indeified in Chapter 2 Section 2.4.7 by detailing the support-
ing protocols and services for sharing attributes in the context of HGABAC. Each architecture
component is detailed and the sequence of requests upon each service is described. An attribute
certificate specification and encoding is introduced for securely sharing and proving ownership
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of attributes. The HGPL policy language from Chapter 3 and [ ] is
updated to support policy references and our HGABAC Namespace for uniquely identifying
attributes (as well as other HGABAC elements) across disparate security domains.

Details of a Python-based HGAA implementation are given and preliminary evaluation
results are discussed. Each analysis done to date, shows a linear relationship with the number
of attributes or number policy AST nodes, suggesting linear scalability. A number of possible
optimizations are mentioned, including precomputing policy ASTs and intermediate symbol
tables. Further evaluation of the architecture as a whole and under more diverse scenarios is
needed in future work as well as comparisons to solutions utilizing generic architectures and
standards (i.e. XACML, SAML, etc.) but preliminary results are promising.

Other directions for future work include extending the AC specifcation and architecture to
support the delegation strategies discussed in Chapter 4. Work towards acomplishing this task
is pursued in Chapter 6, in which HGABAC and HGAA are extened to support a user-to-user
delegation model based on one of the strategies from Chapter 4. Creating an administrative
model for HGABAC (or possibly utilizing the GURAs model presented in [

]) would allow for the creation of administrative services specified in HGAA but currently
left unimplemented.

Currently, HGAA does not specify how attributes are stored or how the HGABAC group
graph is represented in the Attribute Authority or Attribute Databases. While the described
implementation uses a traditional SQL-based relational database, other approaches may be
more advantageous for certain use cases. The Resource Description Framework (RDF)[

] standard may provide an ideal means of expressing these attributes as RDF is
built around subject—predicate—object statements known as semantic triples which may match
well with the user-attribute-value relations that make-up attribute assignments in HGABAC.
The use of RDF for storing and representing subject and object attributes for access control
purposes has been explored to a limited extent by Stermsek et al. who encode these attributes
in RDF metadata| ]. RDF and Resource Description Framework Schema
(RDES)[ ] may also provide an ideal means of representing the HGABAC
group graph and sharing attributes (in place of or in combination with an HGAA Attribute
Certificate) in part due to their ability to describe ontologies and hierarchical connections and
incorporating them would be a beneficial direction for future work.
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Chapter 6

Incorporating Off-Line Attribute
Delegation into Hierarchical Group and
Attribute-Based Access Control

Reprint Notice

A version of this chapter was published as part of the The 12th International Symposium
on Foundations & Practice of Security (FPS’2019) as:

Daniel Servos and Michael Bauer. Incorporating off-line attribute delegation into hierarchi-
cal group and attribute-based access control. In International Symposium on Foundations and
Practice of Security, 2019. Forthcoming publication in Springer’s Lecture Notes in Computer
Science LNCS

It is also a forthcoming publication in the Springer’s Lecture Notes in Computer Science series (volume
number 12056). A preprint copy can be found at http://csl.ca/papers/attdel.pdf

6.1 Introduction

Attribute-Based Access Control (ABAC) is an access control model in which users are granted
access rights based on the attributes of users, objects, and the environment rather than a user’s
identity or predetermined roles. The increased flexibility offered by such attribute-based poli-
cies combined with the identityless nature of ABAC have made it an ideal candidate for the
next generation of access control models. The beginnings of ABAC in academic literature
date back as early as 2004 with Wang, et al’s Logic-Based Framework for Attribute Based Ac-

cess Control[ ] and even earlier in industry with the creation of the eXtensible
Access Control Markup Language (XACML)[ ] in 2003. However, it is
only in recent years that ABAC has seen significant attention[ ]. This

renewed interest has lead to the development of dozens of ABAC models, frameworks and
implementations, but to date, few works have touched on the subject of delegation or how it
might be supported in attribute-based models.

Delegation is a key component of comprehensive access control models and has been in-
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detified as an open problem for ABAC research (as detailed in Chapter 2 Section 2.4.6). Del-
egation enables users to temporarily and dynamically delegate their access control rights to
another entity after policies have been set in place by an administrator. This ability allows
users to adapt to the realities of everyday circumstances that are not possible to foresee during

policy creation and is critical in domains such as healthcare[ ]. ABAC
brings new problems and complications when incorporating delegation that are not present in
the traditional models (RBAC, DAC, MAC, etc.)[ ] (as discussed in

Chapter 4). In the traditional models, delegation is relatively straightforward, a set of permis-
sions or role memberships (as in RBAC) is delegated directly by a delegator to a delegatee
under set conditions (e.g. an expiry date or “depth” of delegation). In ABAC, this is compli-
cated by identityless nature of ABAC (i.e. access control decisions being made on the basis
of attributes rather then the user’s identity) and the flexibility of attribute-based policies that
may include dynamic attributes such as the current time, physical location of the user, or other
attributes of the system’s environment.

In a previous work|[ ] (Chapter 4), we offered a preliminarily in-
vestigation into the possible strategies for incorporating delegation into ABAC and the benefits
and drawbacks of each method. A number of these proposed strategies have been further devel-
oped into working models by others, such as the work by Sabathein, et al.[ ]
towards creating a model of delegation for the Hierarchical Group and Attribute-Based Access
Control (HGABAC)[ ] (Chapter 3) model using our User-to-Attribute
Group Membership Delegation Strategy| ] (Chapter 4 Section 4.2.2.2).
In this chapter, we seek to explore and put forth a novel attribute-based delegation model
based on an unutilized delegation strategy, User-to-User Attribute Delegation[

] (Chapter 4 Section 4.2.2.1). We offer both an extension to the HGABAC model to
provide a theoretical blueprint for incorporating delegation as well as an extension to Hierar-
chical Group Attribute Architecture (HGAA)[ ] (Chapter 5) to provide
a practical means of implementing it. Unlike current efforts, a particular emphasis is placed
on maintaining the identityless nature of ABAC as well as the ability to delegate attributes
in an “off-line” manner (i.e. without the user having to connect to a third party to perform
delegation).

The remainder of this chapter is organized as follows; Section 6.2 introduces the potential
delegation strategies developed in our previous work and gives background on the HGAA
and HGABAC model. Section 6.3 details our model of User-to-User Attribute Delegation
and how it is incorporated into the HGABAC model. Section 6.4 provides a framework for
supporting our delegation model and details modifications to the HGAA architecture to support
it, including new extensions to the Attribute Certificate format to include delegation concepts.
Finally, Section 6.5 gives concluding remarks and directions for future work.

6.2 Background

6.2.1 The HGABAC Model

HGABAC| ] (Chapter 3) offered a novel model of ABAC that intro-
duced the concept of hierarchical user and object groups. Attributes are assigned both directly
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Figure 6.1: HGABAC model relations and components denoted in Crow’s Foot Notation. Primitive
components are shown in ovals.

to access control entities (e.g. users and objects) and indirectly assigned through groups. Users
then have a direct set of attributes, directly assigned by an administrator, as well as an inherited
set of attributes, indirectly assigned to them via their membership in one or more user groups.
The set of attributes used for policy evaluations is the user’s effective attribute set, that is, the
set that is the result of merging their direct and inherited attribute sets. This style of group
membership and attribute inheritance is also used to assign attributes indirectly to objects via
objects membership in object groups. These relations and the basic elements of HGABAC
are shown in Figure 6.1 and a brief description of the basic HGABAC entities, relations and
functions are as follows:

e Attributes: attributes are defined as attribute name, type pairs, that is att = (name, type),
where name is a unique name for the attribute and fype is a data type (e.g. string, integer,
boolean, etc.). When assigned to entities via direct assignment (e.g. User Attribute Assign-
ment) or groups (e.g. User Group Attribute Assignment) they are associated with a set of
values being assigned for that attribute.

e User, Object and Connection Attributes: attributes are defined as attribute name, type
pairs, that is att = (name, type), where name is a unique name for the attribute and type is a
data type (e.g. string, integer, boolean, etc.). When assigned to entities via direct assignment
(e.g. User Attribute Assignment) or groups (e.g. User Group Attribute Assignment) they are
associated with a set of values being assigned for that attribute.

e Environment and Admin Attributes: defined similarly to user and object attributes, but
also have a set of values directly associated with them as they are not assigned to other
entities. Defined as att = (name, value, type) where value is a set of values conforming to
the given data type.

e Users (U): entities that may request access on system resources through sessions.

e Objects (O): resources (files, devices, etc.) for which access may be limited.
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P1l: /user/age >= 18 AND /object/title = "Adult Book"

P2: /user/id = /object/author

P3: /policy/P1 OR /policy/P2

P4: /user/role IN "doctor", "intern", "staff" AND /user/id != /object/patient

P1 describes a policy requiring the user to be 18 or older and the title of the object to be “Adult Book™.
P2 requires the user to be the author of the document. P3 combines policies P1 and P2, such that the
policy is satisfied if either policy (P1 or P2) is satisfied. Finally, P4, requires a user’s role to be one of

LRI T3

“doctor”, “intern”, or “staff”” and that they are not listed as the patient.

Figure 6.2: Example HGABAC HGPLv2[ ] (Chapter 5 Section 5.4) policies.

e Operations (Op): operations that may be applied to an object (read, write, etc.).
e Policies (P): policy strings following the Hierarchical Group Policy Language (HGPL).

e Groups (G): a hierarchical collection of users or objects to which attributes may be as-
signed. Group members inherit all attributes assigned to the group and the groups parents
in the hierarchy. Defined as g = (name,m C M, p C G) where name is the name of the

group, m is the set of members, M is either the set of all Users or all Objects, p is the groups
parents and G is the set of all groups.

o Sessions: sessions allow users to activate a subset of their effective attributes. This subset is
used as the user attributes for policy evaluations. Sessions are represented as a tuple s in the
form s = (u € U,a C effective(u € U), con_atts) where u is the user who owns the session,
con_atts is the set of connection attributes for the session and a is the set of attributes the
user is activating.

e Permissions: a pairing of a policy string and an operation in the form perm = (p € P,op €
Op). A user may perform an operation, op, on an object if there exists a permission that
contains a policy, p, that is satisfied by the set of attributes in the user’s session, the object
being accessed and the current state of the environment.

e direct(x): mapping of a group or user, x, to the attribute set they were assigned directly.

e inherited(x): mapping of a group or user, x, to the set of all attributes inherited from their
group memberships and the group hierarchy.

o effective(x): mapping of a group or user, x, to the attribute set resulting from merging the
entities directly assigned and inherited attribute sets.

The largest advantage of attribute groups is simplifying administration of ABAC systems,
allowing administrators to create user or object groups whose membership indirectly assigns
sets of attribute/value pairs to its members. The hierarchical nature of the groups, in which
child groups inherit all attributes from their parent groups, allow for more flexible policies,
administration and even emulation of traditional models such as RBAC, MAC and DAC when
combined with the HGPL policy language.
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Permissions in HGABAC take the form of operation/policy pairs, in which an operation
is allowed to be performed if the policy is satisfied by the requesting user’s active attribute
set, attributes of the object being affected, the current state of the environment and a number
of other attribute sources. Policies are defined in the Hierarchical Group Policy Language
(HGPL), a C style language using ternary logic to define statements that result in TRUE, FALSE
or UNDEF. Example HGPLv?2 policies are given in Figure 6.2 and the full language is defined
in [ ] (Chapter 5 Section 5.4). These policies would be combined with
an operation to form a permission. For example the permission Perm; = (P1, read) would
allow any user who is at least 18 years of age to read the object titled “Adult Book” based on
the permission P1 from Figure 6.2. Similarly, the permission Perm, = (P2, write) would allow
any author of an object to write to that object.

6.2.2 Hierarchical Group Attribute Architecture (HGAA)

While HGABAC provides an underlying model for ABAC, a supporting architecture is still re-
quired to provide a complete system and facilitate use in real-world distributed environments.
HGAA[ ] (Chapter 5) provides a system architecture and implementa-
tion details for HGABAC that answer questions such as “who assigns the attributes?”, “how
are attributes shared with each party?”, “how does the user provide proof of attribute owner-
ship?”. and “where and how are policies evaluated?” that are often left unanswered by ABAC
models alone. HGAA accomplishes this by adding five key components:

o Attribute Authority (AA): A service responsible for managing, storing and providing user
attributes by issuing attribute certificates.

o Attribute Certificate (AC): A cryptographically secured certificate listing a user’s active
attributes for an HGABAC session as well as revocation information.

e HGABAC Namespace: A URI-based namespace for uniquely identifying attributes and
HGABAC elements across multiple federated domains and authorities.

o Policy Authority: A service which manages and evaluates HGABAC policies on behalf of
a user service provider.

o User Service Provider: A provider of a service to end users that has restricted access on
the basis of one or more HGABAC policies (i.e. the service on which access control is being
provided).

These components and the information flow between them are shown in Figure 6.3.

In a system following HGAA, users request Attribute Certificate (AC) from their home
domain’s Attribute Authority (AA) containing a list of their attributes for a session. Users may
then use this AC to make requests on protected user services (both in their home domain or
run by external organizations). These protected services verify the user’s AC and check that
the user has permission to access the service using their local domains Policy Authority. A key
feature of the architecture is the separation of the AA from the other services. Once users are
issued an AC, there is no longer a need for the user or other parties to contact the AA for the



6.2. BACKGROUND 139

— —Attribute Authority- - — — —— — — — — — — — — — ~ .~ —PoicyAuthority — —— ———— — — — — == — — — N
Policy N

Administration Point
Service  pap )

User Attribute
Database

/ \
I I
I I
I I
| I
| ? |
| e |
| / / \ 5 |
I S " I
| I
I I
I I
I I
I I
I I

6. Generate Session ID & Save
Attribute Certificate Locally

%
Policy Decision Pointj

Service

Static Environment

)

Attribute .
- . . Attribute Store
Administration Point .
. Service
Service PIp

[
|
|
|
|
|
|
|
|
|
|
|
|
|
|

2 58 11 Retrieve | g Admin Attribute
L2 8 335 ,.| sy Relevant
= £e z g ©4 [58 Atributes Database
) @ O g 3 z
& o & O S cso 9y &5
g L % 229 |55
o .= o
\ §2| |ow N $2ed |0 259 |54 -
—_————-__-_-_ L3 o0, — — — —— - 9= = T o = sSg ——f/—mW——F———————
a% 3z L3 < > 3 |2
® < s g o2 2 wWgofl [S=
g2l |52 w5 | |3 255 |2y
£8 35 . < & so4 [«2
= ® R - - a a2 e — — — — — ————
85 4. session stafi: — ~User Service Provider V'\ sl v \
-5 o) Attribute Certificate > \al >» I
< 9. Session ID, User Service Protected U <—
Request & Signature ro Se e. ser 10. Relevant |
¢ 8. Session ID & Expiry Date ervice PEP Object Attributes :
<

13. Request Result
User ————————— e —_————————————— — ———— =

Figure 6.3: HGAA services, components and information flow. Numbers indicate order of requests.
Dotted lines denote components of a service (i.e. Attribute Store Service is a component/subservice of
the Attribute Authority Service).

duration of the session. Separating services in this way simplifies the problem of user’s using
their attribute-based credentials across independent organizational boundaries. Services run by
external organizations need not communicate with the user’s home organization to verify their
attributes beyond trusting the home organization’s public key used to sign ACs.

The framework presented in Section 6.4 extends the AC format to add delegation related
features. ACs are ideal for this purpose as room has been left for future extensions including
space for delegation extensions that were not part of the original work. Section 6.4 also presents
a modification to the HGAA protocol to add an optional delegation step in which users may
delegate part of their certificate to another user.

6.2.3 Potential Delegation Strategies

In our previous work[ ] (Chapter 4), we explored possible strategies for
integrating delegation into ABAC and propose several potential methods primarily based on the
access control element being delegated (e.g. attributes, group memberships, permissions, etc.).
Each family of strategies results in unique proprieties and complications to overcome. The
delegation model and architecture presented in the subsequent sections (Sections 6.3 and 6.4)
of this chapter are based on the User-to-User Attribute Delegation strategy in which users
acting as a delegator, delegate a subset of their user attributes to another user acting as the
delegatee. The delegated attributes are merged with the delegatee’s directly assigned attributes
(i.e. assigned through any means but delegation) to form the delegatee’s set of user attributes
used in policy evaluations.

An example of this style of delegation is shown in Figure 6.4, in which Alice (the delegator)
delegates a subset of their directly assigned attributes to the user Charlie (the delegatee) such
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direct(Alice) = direct(Bob) =
Alice { (yearl {4}) ’ { (role, {“faculty”}) ,
(role, {“undergrad”}), (department, {“SoftEng”})}

(department, {“CompSci”}) }

{ (department, {(role, {(“faculty”})}

{“CompSci”}) }
Charlie
direct(Charlie) = effective (Charlie) =
{(role, {“grad”}), {(role, {“grad”, "“faculty”}),
(department, {“SoftEng”}) } (department, {“SoftEng”, “CompSci”}) }

Figure 6.4: Example of User-to-User Attribute Delegation. Arrows denote direction of delegation
(arrow points to delegatee), boxes represent users of the system.

that Charlie may satisfy the policy requiring the user to be in the Computer Science department
(e.g. user.department = "CompSci"). At the same time, the user Bob (a second delegator)
also delegates a subset of their attributes to Charlie such that they may satisfy a policy requir-
ing the user to be a faculty member in the Software Engineering department (e.g. user.role
= "faculty" AND user.department = "SoftEng"). In this example, both the attributes
delegated by Alice (a department attribute with the value “CompSci”) and the attributes del-
egated by Bob (a role attribute with the value “faculty”) are combined with Charlie’s directly
assigned attributes to form their effective attribute set. Note that Bob only needed to delegate
the role attribute as Charlie already had a department attribute with the value “SoftEng”.

While this style of attribute delegation may seem straightforward, our previous investi-
gation[ ] identified a number of potential issues regarding Attribute
Delegation:

Conlflicting Policy Evaluations: Merging attribute sets can lead to multiple values for an at-
tribute. While this is an intended feature of HGABAC, it can lead to unintended conflicts
when the values are a result of delegation as opposed to careful design. For example, the
policy user.department # "SoftEng" resultsin two different results for Charlie in Fig-
ure 6.4 depending on the value of department used.

User Collusion: Merging attribute sets allows users to combine their attributes such that
they may satisfy policies they could not individually. In Figure 6.4, Alice and Charlie
may collude to satisfy the policy user.department = "CompSci" and user.role =
"grad", if Alice delegates her department attribute such that Charlie satisfies the policy.

Loss of Attribute Meaning: A key ABAC feature is that attributes are descriptive of their
subjects and policies are created with this in mind. Merging attribute sets leads to an effec-
tive set that is no longer descriptive of the user. In Figure 6.4, it is not clear what Charlie’s
role or department is based solely on their effective attribute set. While this makes delega-
tion possible, it increases the difficulty of policy creation as all allowable delegations and
combinations of attributes would need to be taken into account.

User Comprehension: User comprehension of policies, the attributes needed to satisfy them
and the permissions they grant is a complex and open problem in ABAC|
] (Chapter 2). Delegation further complicates the issue, obscuring what attributes need
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direct(Alice) = direct(Bob) =
AliCe { (year, {4}), Bob {(role, {“faculty”)) ,
(role, {“undergrad”}), (department, {“SoftEng”}) }

(department, {“CompSci”}) }

{(role, {“faculty”}),
(department, {“SoftEng”}) }

{ (department,
{“CompSci”}) }

Charlie
Set 1l Set 2 Set3
| girect(Charlie) = |:delegated(charlie, Alice) = |:de1egated(char1ie, Bob) = |
| {(role, {“grad”}), : | { (department, {“CompSci”}) } :I {(role, {“faculty”}, :
| (department, {“SoftEng”})}| | W (department, {“SoftEng”})}|

Figure 6.5: Example of Isolated Attribute Delegation. Arrows denote delegation direction and solid
boxes users. Charlie may activate one set shown in dashed boxes at a time.

to be delegated and the permission granted. When attributes sets are merged, users must
also consider possible conflicts that could lead to granting unintended permissions.

To resolve these issues, the delegation model and architecture described in this chapter takes
a modified approach to User-To-User Attribute Delegation in which the attributes delegated to a
delegatee from delegators are isolated and not merged with the delegatee’s directly assigned at-
tribute set. A delegatee may then choose to activate either their own directly assigned attributes
or their delegated attributes in a given session but never both at the same time. An example
of this approach is shown in Figure 6.5. In this example, Alice still wishes to delegate their
attributes such that Charlie may satisfy the policy user.department = "CompSci" and Bob
still wishes Charlie to satisfy the policy user.role = "faculty" AND user.department
= "SoftEng". In Alice’s case, they still only delegate their department attribute, however,
now Charlie must choose between activating the directly assigned attribute set, Set I, or the set
delegated by Alice, Set 2. Charlie is unable to combine their own directly assigned attributes
with those delegated by Alice and must activate the delegated attributes (Set 2) to satisfy the
policy user.department = "CompSci". Note that in this case Alice was only required to
delegate a subset of their attributes to satisfy this policy.

In the case of Bob, it is now required that both Bob’s role and department attributes are
delegated to Charlie. In the previous example (Figure 6.4), Bob only needed to delegate their
role attribute as Charlie was already assigned a department attribute with the value “SoftEng”
and it was merged with the attributes delegated by Bob. With the attributes sets isolated, both
attributes are required as Charlie may not merge them with his own. The policy user.role =
"faculty" AND user.department = "SoftEng" will only be satisfied when the set dele-
gated by Bob (Set 3) is activated.

Isolation of delegated attributes avoids conflicting policy evaluations (at least those caused
by delegation) and user collusion as attributes sets are not merged. Attribute meaning is main-
tained to the extent that the active attribute set will be descriptive of either the delegatee or
delegator. Issues with user comprehension, while still an open ABAC problem[

] (Chapter 2), are abated as the delegator can be ensured that regardless of the at-
tributes delegated, the delegatee will not be able to satisfy any extra policy that they themselves
are not able to. It is important to note that negative policies such as role # "undergrad" are
still problematic as a user could simply not delegate an attribute with a restricted value. This
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Figure 6.6: User-to-User Attribute Delegation extension to the HGABAC model. Added components
are bold and black, original components are greyed out.

is however a problem with negative policies in all ABAC models that allow users to activate a
subset of their attributes (such as HGABAC) and not simply one limited to attribute delegation.

6.3 Delegation Model

6.3.1 Delegated Attribute Set

Several extensions to HGABAC model are required to support User-to-User attribute style
delegation. The most critical is the addition of the Delegated Attribute Set component (shown
in Figure 6.6 with the other extensions), which contains the set of attributes delegated to a user
in addition to the rules under which the delegation is permitted. This component is defined as
follows where DAS is the set of all Delegated Attribute Sets in the system:

Vdas € DAS :
das = (delegatee € U,delegator € U, att_set,depth € N, rule_set C P, parent € DAS)
(6.1)

where delegatee is the unique ID of the user who is the recipient of the delegation, and delega-
tor is the unique ID of the user who initiated the delegation. att_set is the set of attributes being
delegated and their corresponding values (defined the same as attribute sets in the HGABAC
model). The att_set is constrained to only containing attributes listed in delegatable(delegator)
function (as defined in Section 6.3.2). depth is a positive integer selected by the delegator
that describes how many more levels of delegation are permitted (e.g. if the user can further
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delegate these attributes on to another user). rule_set is the set of policies in the HGPL pol-
icy language selected by the delegator that must all evaluate to TRUE for the delegation to be
maintained. Finally, parent is a reference to another Delegated Attribute Set in the case of
subsequent delegations (see Section 6.3.3) or 0 if this is the root of the delegation chain.

For example, the following Delegated Attribute Set would be created by the user Bob to
delegate their role and department attribute to Charlie as shown in Figure 6.5.

del_att_set = (

Charlie,

Bob,

{
(role,{* faculty” }),
(department, {“SoftEng’})

),

0,

{
“/environment/date < 2020 — 04 — 127,
“/connection/ip = 129.100.16.66”

),
0

(6.2)

)

In this case, the delegation is constrained with two policies; /environment/date < 2020-04-12
revokes the delegation if the current date is past April 12th, 2020 and /connection/ip =
129.100.16.66 only makes this delegation valid if the delegatee is connecting from the IP
address 129.100.18.66. A depth value of O limits the delegatee from further delegating these
attributes onto other users. A null parent (0) indicates that this is the first level of delegation
and that Bob is first delegator in the chain.

6.3.2 Constraints on Delegatable Attributes

The set of attributes that may be assigned via delegation is not unlimited. There are two major
constraints placed on the attributes and values a delegator may pass on to a delegatee. The
first constraint is that delegator must have the delegated attribute and corresponding values in
their effective attribute set (i.e. the set of attributes directly assigned to the delegator combined
with those the delegator inherited from group membership). The second constraint placed on
delegatable attributes comes from the new Can Delegate (CD) relation added to the HGABAC
model (as shown in Figure 6.6). The CD relation allows a system administrator to directly
constrain the set of attributes a user may delegate to a finite list and is defined as follows:

Yed €CD

cd = (delegator € U, att_name C {name|(name, type) € UA}, max_depth € N) 6.3)

where delegator 1s the unique ID of the user who 1s permitted to delegate the set of user at-
tributes listed in att_name, a list of unique user attribute names from the set of all user attributes
(UA). max_depth is a positive integer value that limits the value of deph used in the Delegated



144 CHAPTER 6. INCORPORATING OFF-LINE ATTRIBUTE DELEGATION INTO HGABAC

Attribute Set such that depth < max_depth. A delegator may not select a depth larger than
max_depth when delegating an attribute in the set att_name. A max_depth of 0 would limit the
attributes from being further delegated.

The attributes a delegator may delegate is defined by the delegatable function which com-
bines both constraints and maps a user to the set of attributes they may delegate:

delegatable(u) = { att_name | (att_name, values) € effective(u)
A att_name € att_set (6.4)
A (u, att_set, depth) € CD }

where u 1s the ID of the delegator and effective(u) is the delegator’s effective attributes set as de-
fined by HGABAC. The result is an attribute only being delegatable if it is both assigned to the
delegator normally (through User Attribute Assignment or User Group Attribute Assignment)
and explicitly permitted via the Can Delegate relation.

6.3.3 Subsequent Delegations & Delegation Chains

In addition to the attributes listed in delegatable(u), users may also further delegate attribute
sets they have been delegated so long as the maximum depth has not been reached. If a user,
u, wishes to delegate a set of attributes they have been delegated, das,;; € DAS, they create a
new Delegated Attribute Set, das,,,,, such that:

daspe, = (
delegatee € U,
u,
att_set,,,, C das,.att_set,
depth < das,.depth,
rule_set,,, 2 das,.rule_set,
das,q

(6.5)

)

That is das,,,, must contain the same or a subset of the attributes of das,;;, must have a depth
less than the depth listed in das,;;, must have a rule set that is more restrictive than das,, (i.e.
must contain the same rules plus optionally any additional rules) and must list das,;; as the
parent. These conditions ensure that subsequent delegations in a delegation chain are always
more restrictive than their parents, the maximum depth is maintained and that attribute sets
remain isolated.

An example delegation chain is shown in Figure 6.7. In this case, the user Bob is delegating
his role attribute with the value “faculty” and department attribute with the value “SoftEng”
to the user Charlie. This is the same delegation as discussed in 6.3.1 and Bob creates the same
DAS as shown in Equation (6.2) but with a depth of at least 1. This DAS is referred to as dasc.
The key difference is that Charlie now further delegates a subset of these attributes on to Dave
and Erin. In the case of Dave, Charlie delegates just the department attribute and in the case
of Erin, only the role attribute. To accomplish this, the following DASs are created, dasp for
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{(role, {“faculty”}), { (department, {“SoftEng”}) }

-
d . w ftE ” .
Bob (department, {“SoftEng”}) } » Charlie Dave
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w ” Q
{(role, {“faculty”}), Cuztyﬁ// 7 Erin
(department, {“SoftEng”})}

Figure 6.7: Example delegation chain. Bob delegates a role and department attribute to Charlie, who
delegates the department attribute on to Dave and role attribute to Erin.

Dave and dasg for Erin:

dasp = (

Dave,

Charlie,

{ (department, {“SoftEng™}) },

0,

{ (6.6)
“/environment/date < 2020-04-12", '
“/connection/ip = 129.100.16.66”,

“luser/age >= 18"

)

dasc

)
dasg = (

Erin,

Charlie,

{ (role, {*“Faculty}) },

0,

{ (6.7)
“/environment/date < 2020-04-12", '
“/connection/ip = 129.100.16.66”,

“lenvironment/date < 2020-04-01"

)

dasc

)

dasp delegates the department attribute to Dave, but also adds in a new constraint on the
delegation, /user/age >= 18, which requires that the user of this attribute set must have an
age attribute in their effective attribute set (effective(u)) with a value equal to or greater than 18
for this delegation to be valid. All other constrains from dasc are present in dasp as required
by Equation (6.5). If the depth in dasc was greater than 0, and Dave further delegated this
attribute set on to another user, the /user/age >= 18 constraint would have to be maintained,
requiring all future delegatees in the chain to also be 18 years or older to use the delegated
attributes.
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The dasg set delegates the role attribute to Erin, but also adds an additional constraint of
/environment/date < 2020-04-01 which invalidates the delegation after April 1st, 2020.
It is important to note that this does not conflict with the existing rule, /environment/date
< 2020-04-12, from the parent set, dasc, but further constrains it as all policy rules must
evaluate to TRUE for the delegation to be valid. In this way, subsequent delegators may tighten
constrains on delegations but not loosen them.

Cycles in the delegation chain are permitted but not useful as each child in the chain must
have the same or stricter constraints. The impact of such cycles is negligible as delegated
attributes are isolated from each other and the user’s effective attribute set as only one such set
may be activated in a given session as discussed in Section 6.3.4. Cycles are prevented from
being infinite in length as the depth of each set in the chain must be less than that of the parent
and eventually reach 0, preventing further delegation.

6.3.4 Sessions & Attribute Activation

An important feature of the proposed User-to-User Attribute Delegation model is the isolation
of delegated attributes from the user’s effective set of attributes as well from other delegated
attribute sets. This is accomplished through a modification of HGABAC’s session definition. In
the original HGABAC model, sessions are defined as a tuple of the form s = (u € U, att_set C
effective(u), con_atts) where u is the user the session belongs to, att_set is the subset of the
user’s effective attributes being activated for this session and con_atts is the set of connection
attributes that describe this session (e.g. IP address, time the session was started, etc.). To
support delegation, we update the definition of a session to the following:

s =(
ueU,
att_setogeciive C effective(u) V att_setgelegarea € { del_att_set |

das € DAS A das = (u, delegator, del_att_set, depth, rule_set, parent) },
con_atts

)

(6.8)

Or more simply put, the activated attribute set in a session may now be one of att_set g.ive
Or att_setyeiegarea Where att_set,g,.ive 15 any subset of the user’s effective attribute set (as per
the original HGABAC session definition) and atf_setgeieqaea 15 One of the delegated attribute
sets delegated to the user via the new Delegated Attribute Set component. This limits users
to either using their normally assigned attributes or one of their delegated attributes sets at a
time, eliminating or vastly reducing the issues discussed in Section 6.2.2 related to merging
delegated attribute sets.

6.3.5 Revocation

An important feature of the HGAA architecture is maintaining a separation between the At-
tribute Authority (AA) which grant attributes to users (via Attribute Certificate (AC)), and the
Policy Enforcement Points and Policy Decision Points. This separation provides an important
advantage in distributed and federated systems as no communication is required between the
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AAs and the services their attributes grant access to beyond a user passing on their AC. This,
however, raises a number of issues when it comes to revocation. As direct communication
between the AAs and other services is optional, an AA’s (and by extension its user’s) ability to
revoke delegated attributes is limited to the predefined delegation rules in the rule_set compo-
nent of the DAS. As is shown in the example DASs (in Equations (6.2), (6.6) and (6.7)) these
rules may be any valid HGPL policy. If all policies evaluate to TRUE the delegation is valid, if
the result is FALSE or UNDEF it is considered to be revoked.

In cases of delegation chains (as shown in Figure 6.7), if any policy in a rule_set is inval-
idated all subsequent delegations in the chain are also revoked. This is in part a consequence
of all rule_sets in subsequent delegations being required to be a superset of the parent rule_set
as is stated in Equation (6.5) (i.e. they must contain at least all policies in the parent rule set),
but it is further required that each user in the chain satisfies the policies in their own rule_set.
For example, if the policy /user/age >= 18 is made a condition of a delegation from Bob
to Charlie and Charlie subsequently delegates the attributes on to Dave, both Charlie and Dave
must have their own age attribute that has a value of 18 or greater. The value of environment
and administrator attributes are determined based on their current value at the Policy Decision
Point. As the value of connection attributes for parents in the delegation chain may be unknown
or undefined, how they are evaluated is left as an implementation decision (i.e. conditions in-
volving connection attributes of parent users can be assumed to be TRUE, UNDEF, based on
the last known values, or based on their values at the time of delegation).

Formally, we define the recursive function active which takes a Delegatable Attribute Set,
das, and returns TRUE if the delegation is active (not revoked) and FALSE if the delegation is
considered to be revoked.

active(das parent) if das.parent + 0
N das.depth < das.parent.depth
N das.depth > 0
N\ das.att_set C delegatable(das.delegator)

active(das) = N das.rule_set 2 das.parent.rule_set

/\ Vrule € das.rule_set : valid(rule, das.delegatee) = TRUE

dasay_ser € delegatable(das.delegator) if das.parent = 0
N\ Vrule € das.rule_set : valid(rule, das.delegatee) = TRUE

(6.9)

where valid is a HGABAC function which takes an HGPL policy and a user and returns TRUE
if the user satisfies that policy for the current value of that user’s attributes (including connec-
tion attributes) and the current state of the system (environment attributes and administrator
attributes), FALSE if the policy is violated and UNDEF if the policy cannot currently be eval-
uated.

A secondary means of revocation is possible through HGAA'’s optional AC revocation lists.
In HGAA, each AA may publish a revocation list that includes the serial number of any revoked
AC issued by the authority. Policy Decision Points may optionally request this list either on
demand or periodically depending on the nature of their service and if communication with the
AA is possible. In the delegation framework detailed in the next section (Section 6.4), DAS are
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represented as special Delegated Attribute Certificates (DAC). These DACs may be revoked by
the same mechanism. If a revoked DAC is part of a delegation chain, all subsequent delegations
are also revoked.

6.4 Delegation Framework

The proceeding section (Section 6.3) laid out the theoretical delegation model and extensions
to HGABAC to incorporate User-To-User Attribute Delegation. This section seeks to provide
more practical details for how this delegation model may be implemented by extending HGAA
to create a supporting delegation framework. Two key aspects of HGAA need to be expanded;
the Attribute Certificate (AC) format to include delegation extensions and rules (detailed in
Section 6.4.2), and the communication steps between users and services to provide a full cer-
tificate chain (detailed in Section 6.4.1).

6.4.1 Protocol Additions

In HGAA, users are issued an AC from an AA’s Attribute Store Service. This document pro-
vides proof of a user’s attributes in a cryptographically signed document as well as providing
a mechanism for single sign-on and authentication with remote services. The AC format in-
cludes a listing of the user’s attributes, details of the issuing authority, a public key assigned
to the user, a range of dates for which the certificate is valid and a number of areas reserved
for future extensions. User’s prove ownership of an AC via a private key corresponding to the
public key embedded in the AC. As the certificate is signed and contains all information about
the user to base policy decision on, direct communication between the service being accessed
and the AA is not required.

In the original architecture, after being issued an AC, users use the certificate to make
requests on services. To support delegation, an additional delegation step is needed (as shown
in Figure 6.8 as step 4). Rather than directly querying services, a user may now delegate all or
a subset of the attributes in their AC to a third party by issuing a new AC called a Delegated
Attribute Certificates (DAC). The DAC is identical to an AC issued by an AA but lists the
delegator as the issuer and signer (rather than an AA), and the delegatee as the holder. The
extensions to the AC format to support DACs and delegation, detailed in Section 6.4.2, enable
the delegator to include delegation rules to trigger revocation (as discussed in Section 6.3.5), set
a maximum delegation depth for subsequent delegations and select what subset of the attributes
in their AC will be contained in the DAC (and delegated to the delegatee).

To complete the delegation, the delegator sends their AC and the new DAC to the delegatee.
The delegatee validates both by checking the following:

1. The original components of the AC are valid as described in [ ]
(Chapter 3) (i.e. correctly signed by the AA, that the AC has not expired, etc.)

2. The ACHolder from the AC is the AClIssuer in the DAC (same UID, key, etc.).

3. The ACHolder given in the DAC is the delegatee (correct UID, public key, etc.).
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4. All attributes listed in the DAC are also found in the AC and have a maxDepth greater than
zero in the AC.

5. All attributes in the DAC have the delegator listed as the delegator and a maxDepth less than
or equal to the maxDepth in the DAC for that attribute.

6. The ACRevocationRules in the DAC are the same or stricter than in the AC.
7. The ACDelegationRules in the DAC are the same or stricter than in the AC.

8. The overall delegation depth in the DAC is less than the delegation depth in the AC and
greater than or equal to 0.

9. That the delegation has not been revoked (i.e. all delegation rules return TRUE).

10. The DAC is signed by the delegator with the public key listed in the ACHolder sequence of
the AC and the ACIssuer sequence of the DAC.

These checks enforce the rules on DASs described in Section 6.3.1 and ensure the delegation
has not been revoked (as per Section 6.3.5). If the AC and DAC are valid, the delegatee may
make requests upon services by sending both the AC and DAC with their request. The remain-
der of the HGAA protocol remains the same, but with the DAC being sent with the AC in steps
5 and 6 (Figure 6.8). The Policy Decision Point also makes the same checks (as listed above)
on the DAC when validating the deletagee’s attributes.

Subsequent delegations by the delegatee, to further delegatees, are supported. In such cases,
the delegatee becomes the delegator and issues a new DAC using the processes previously
described (their existing DAC becoming the AC and they become the issuer of the new DAC).
This creates a chain of certificates leading back to the AA, each certificate being signed by the
parent delegator. This process is shown in the Low Level Certificate Chain Diagram found in
Figure 6.9. To allow services and the Policy Decision Point to verify subsequent delegations,
each certificate in the chain is included with the first request upon a service and each certificate
is validated.

6.4.2 Attribute Certificate Delegation Extensions

To incorporate our delegation model and updated HGAA protocol, several extensions to the AC
format are required (described in Listing 6.1). The Attribute sequence is extended to include
a maxDepth and delegatorUniqueldentifier value for each attribute in the certificate. delega-
torUniqueldentifier states the ID of the original delegator (first in the chain) of the attribute
or no value if not delegated. maxDepth corresponds to the Can Delegate relation (defined in
Section 6.3.2) and has a value equal to O if this attribute cannot be delegated, 255 if there is no
limit on the delegation depth or some value between 1 and 254 equal to the maximum depth
allowed for this specific attribute.

Delegation rules from the DAS (defined in Section 6.3.1) are encoded in a new DACDele-
gationRule sequence which contains a HGPLv2 policy for each rule. The depth value from the
DAS is included in a new instance of the ACEXxtension sequence in addition to a record of the
original AA and the serial number of each certificate in the chain.
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Listing 6.1: Updates to the AC format to support Attribute Delegation written in ASN.1 notation. Bold
text indicate additions. Only updated sequences are shown.

Attribute ::= SEQUENCE ({
attributelID OBJECT IDENTIFIER,
attributeType OBJECT IDENTIFIER,
attributeValue ANY DEFINED BY attributeType OPTIONAL,
attributeName VisibleString OPTIONAL,
maxDepth INTEGER(0..255),
delegatorUniqueldentifier OBJECT IDENTIFIER OPTIONAL,

}

ACDelegationRules ::= SEQUENCE ({
SEQUENCE OF DACDelegationRule

}

DACDelegationRule ::= SEQUENCE {
HGPLv2Policy VisibleString
}

— One instance of ACExtension with the following values
UToUAttDelvl ACExtension ::= SEQUENCE {
extensionID ”ext:UToUAttDelv1”,
depth INTEGER(0..254),
rootAuthorityUniqueldentifier OBJECT IDENTIFIER,
SEQUENCE OF DACCertificateSerial

}

DACCertificateSerial ::= SEQUENCE {
certificateSerial INTEGER

}

The extended AC is kept backwards compatible with the original AC format by only updat-
ing sections marked for future extension. The changes have a minimal impact on the certificate
size, adding at worst 3 + U bytes per attribute (where U is the size of the largest delegator
ID), 2 = P bytes per delegation rule (where P is the maximum length of a HGPL policy), and
1 +§ bytes per certificate in the chain (where S is the serial number size in bytes). A byte level
representation of the changes made to the AC is found in Figure 6.10.

6.5 Conclusions & Future Work

We have introduced the first model of User-to-User Attribute Delegation as well as a support-
ing architecture to aid implementation. Extensions to the HGABAC model (Section 6.3) add
relations for authorizing what attributes can be delegated (Can Delegate) and to what depth.
A new access control element, the Delegated Attribute Set, is added for representing current
delegations in the system and the restrictions placed on them. Delegated attributes are kept
isolated to prevent issues with Attribute Delegation, including user collusion and unexpected
side effects on policy evaluations.

Updates to the HGAA protocol and AC format have been made (Section 6.4) to support
the extended HGABAC model, including low level descriptions (Figures 6.9 and 6.10). These
changes to the AC format are minimal in size, scaling with the number of attributes, delega-
tion rules, and certificates in the chain. As changes have only been made to sequences marked
for future expansion, the extended AC format remains backwards compatible with the original
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HGAA AC. Care has been given to ensure that delegation is preformed in an “off-line” man-
ner, without the need to contact a third party, to maintain the distributed nature of HGABAC
and HGAA. However, support for “off-line” delegation comes at the cost of revocation flex-
ibility and limits the possibility for real time revocation invoked by the delegator. To combat
this, HGPL policies are used to embed delegation rules that trigger revocation as described in
Section 6.3.5.

This work is part of an ongoing effort towards introducing delegation to ABAC and di-
rections for future work will follow this path. To date, models for User-To-User Attribute
Delegation (this chapter) and User-to-Attribute Group Membership Delegation [

] have been completed. The next steps will be to create models for the remaining strategies
described in | ] (Chapter 4) in addition to reference implementations
such that they can be fully explored, evaluated and compared. Directions for the User-To-User
Attribute Delegation model include exploring the use of a “Can Receive” relation for users
in place of the “Can Delegate” relation for attributes and experimenting with adding con-
straints that prevent specified users form being delegated a restricted attribute (e.g. to prevent
certain users from stratifying a policy via delegation). Such “Can Receive” relations have been
used successfully in RBAC delegation models|[ ] and have
been shown to be more flexible. Work is needed to see if the same will hold true for delega-
tion in ABAC. Finally, a more thorough evaluation of our delegation model is planned that
will involve both formal validation (safety analysis) and experimental evaluation (reference
implementation). Evaluating the overhead and impact of the size of delegation chains on cer-
tificate verification as well as the impact of the size and complexity of delegation rules will be
an important future direction for such experimental evaluation. Delegatable Attribute-Based
Anonymous Credentials (DAAC)[ ] and related works that do not re-
quire the verification of certificate chains may provide an alternative to the HGAA Attribute
Certificate. Determining if it is possible to incorporate DAAC into HGAA’s “off-line” design
will also be an important area to investigate in future efforts.
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Chapter 7

Conclusions and Future Work

7.1 Reverse Literature Search

To show the significances and impact the research in this thesis has made to date, a brief
“reverse literature search” is presented in this section of the publications that were influenced
by or built on the work presented in Chapters 3 to 5 (Chapter 6 was not yet published at the time
of writing but has since been presented at The 12th International Symposium on Foundations
& Practice of Security (FPS’2019)).

7.1.1 Extensions to and Reformalizations of HGABAC

Since its publication in 2014, HGABAC has attracted the interest of a number of authors in
the ABAC field. Several have put forth independent efforts to extend or otherwise reformal-
ize the HGABAC model to add new capabilities or support addition access control concepts
(e.g. administration). Of note is Gupta and Sandhu’s work [ ] towards
creating an administrative model for HGABAC, entitled (GURA), built upon the preexisting
Generalized URA Model (GURA) model [ ] for User-Role Assignment (URA).
GURAG is comprised of three sub-models, UAA (for the assignment of user attributes to users),
UGAA (for the assignment of user attributes to groups), and UGA (for the assignment of users
to groups). GURAG uses special administrative roles (as do GURA and URA97 [

] upon which GURAG is based) to assign administrative permissions to system adminis-
trators. These permissions grant the administrator the ability to add or delete attributes from
the UAA or UGAA assignments and to remove or add users to the UGA assignment. Differ-
ent administrative roles may have distinct conditions placed on these permissions. While the
(GURAG) model does not yet touch on object attributes or object attribute groups (although
this is stated as a possible direction for future work), it is currently the best, and only, effort
towards an HGABAC specific administrative model.

A second work of note is the undertaking by Bhatt et al. [ ; ]

to create an implementation of HGABAC utilizing the NIST Policy Machine (PM) [
, ]. To accomplish this feat, a more restricted model of HGABAC, entitled
Restricted Hierarchical Group and Attribute-Based Access Control (tHGABAC), was created
and formalized as a single-value enumerated policy. Due to this single-value enumeration
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(vs. the enumerated policies used in HGABAC and other models), THGABAC is unable to
represent all policies possible in the full HGABAC model (i.e. rtHGABAC is unable to represent
conjunctive policies). While limiting, this restriction is advantageous for use with the PM as
it is also a single-value enumerated authorization policy. Using rHGABAC, Bhatt et al. were
able to configure the PM for HGABAC and compare policy evolution times with a Role-Centric
ABAC configuration and show that HGABAC had comparable times.

7.1.2 Attribute Groups and Hierarchies

In addition to extensions to HGABAC, numerous works have adopted or explored using the
novel concept of hierarchical user and object attribute groups HGABAC introduced into their
own ABAC models and frameworks. A recent publication of note is Ferndndez et al.’s [

; ] proposed “pure”! ABAC model, abbreviated
as C-ABAC, based on the notion of category from Barker’s 2009 unifying access control meta-
model [ ]. In C-ABAC, entities (users, objects, etc.) are assigned to categories
based on their attributes and categories of entities, as a whole, are assigned permissions. While
similar to HGABAC’s notation of groups, categories are distinct in that assignment to a cate-
gory is based on the entities attributes as opposed to being manually assigned. Fernandez et al.
also define a version of C-ABAC that supports HGABAC style hierarchical groups based on a

restricted version of HGABAC that lacks sessions [ ].
Several recent “domain specific”> ABAC models have also included the HGABAC concept
of attribute groups and hierarchies. Gupta et al. [ ,b] present an ABAC

model targeted at next-generation smart cars referred to as CV-ABACg (“CV” presumably
standing for “connected vehicles”). CV-ABACg is a hierarchical group based model that
uses physical location groups that are dynamically assigned to vehicles based on their current
location, attributes and/or personal preferences. Location groups are hierarchical, with child
groups inheriting the attributes of parent groups (as is standard in HGABAC groups).

A second but distinct effort, also by Gupta et al. [ ], aims to create an
ABAC model for big data processing in the Hadoop framework®. Gupta et al. put forth an
ABAC model, entitled HeABAC, for securing a multi-tenant Hadoop ecosystem that may be
implemented using Apache Ranger. HeABAC is an evolution of OT-RBAC | 1,
an earlier RBAC based Hadoop focused access control model. Both HeABAC and OT-RBAC
incorporate hierarchical user groups directly inspired by HGABAC that support inheritance
from parent groups. In OT-RBAC, this takes to form of user groups that are assigned and inherit
roles (which in turn grant permissions in the manner of RBAC). In HeABAC, user groups
function more similarly to HGABAC groups, that is, they are assigned and inherit user and
subject attributes (subject attributes being distinct from user attributes in the HeABAC model).
Both models are proposed to be implementable as plug-ins for Apache Ranger* but actual
implementation is left to future work.

Beyond the scope of ABAC models is Manar et al.’s | ] approach to min-
ing Natural Language Access Control Policy (NLACP) into machine readable ABAC policies

! As defined in Chapter 2 Section 2.2.
2See Footnote 1.
Shttps://hadoop.apache.org/
“https://ranger.apache.org/
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using machine learning and natural language processing techniques. HGABAC is chosen by
Manar et al. as the reference ABAC model for this endeavour as its hierarchical structure bet-
ter reflects the requirements of real-world organizations. HGABAC user and object groups are
used as a hierarchical namespace for classifying attributes mined from policies.

7.1.3 Implementation of Delegation Strategies

The delegation strategies laid out in Chapter 4 (published as [ ]) de-
scribe a number of approaches for incorporating delegation in modern ABAC models. While
each strategy is categorized, detailed and the trade-off discussed, the actual formalization and
implementation of each strategy into a working model is left to future work. To date, at least
one work (excluding our own effort detailed in Chapter 6) by others has taken the blueprints
developed in Chapter 4 and created a their own attribute-based delegation model. Sabahein
etal. [ ] extend the HGABAC model to support User-to-Attribute Group
Membership Delegation as described in Chapter 4 Section 4.2.2.2 with an end goal of manag-
ing information sharing in a cloud based healthcare information system. A formal revocation
system is developed to supplement the delegation model which supports both revocation initi-
ated by a delegator and as a result of its lifetime expiring. Options are given to support local
or global propagation (non-cascading or cascading revocations of subsequent delegations) as
well as deal with conflicts arising from delegations from multiple delegators to the same del-
egatee (i.e. dominance). Finally, a XACML based architecture and new ABAC specification
language are proposed to support their extended HGABAC model. Problems with conflict-
ing policy evaluations and user collusion identified as key issues with User-to-Attribute Group
Membership Delegation in Chapter 4 are left to future work by the authors.

The work in Chapter 4 has also aided in brining to light a number of possible issues with
delegation in attribute-based and other next generation access control models that need to be
addressed by researchers creating new and novel delegation models. The issue of user conclu-
sion (in which two or more users could collude to create a delegation with more permission
than either user could achieve individually) for instance is already being discussed and avoided
in other works [ ; ] to some extent based on its
description in [ ].

7.2 Concluding Remarks

In Chapter 1 Section 1.3.1, a number of goals for this research were outlined in addition to
the more general goal of solving a number of the open problems identified in our survey of
current ABAC literature (Chapter 2 Section 2.4). These goals included; 1. creating a hierar-
chical ABAC model, 2. representing the traditional models (MAC, DAC, RBAC) in ABAC, 3.
ensuring support for distributed systems, 4. providing a supporting architecture to “fill in the
gaps”, and 5. incorporating delegation into ABAC.

To satisfy these goals a number of contributions were developed and published to aid in the
wider adoption of ABAC. These contributions are summarized in the following subsections
(Sections 7.2.1 to 7.2.5) and details are given to show how they work towards fulfilling each
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Table 7.1: Major Contributions vs. Research Goals. Check marks (v') indicate that this contribution
aided in satisfying the corresponding goal.

Delegation User-To-User
HGABAC  HGAA S tra%e o0 Attribute
(Chapter3)  (Chapter 5)  Fy tegr 4y  Delegation
P (Chapter 6)
Hierarchical v
ABAC Model
Representing
Traditional v
Models
Support for
Distributed v v
Systems
Supporting
Architecture v v
Delegation v v

stated goal. Table 7.1 summarizes the contribution of each chapter (excluding Chapter 2 from
which the goals are in part derived) towards a corresponding research goal.

7.2.1 Survey and Taxonomy of ABAC Models

When conducting the literature review in Chapter 2, few if any, works had sought to provide a
detailed survey of the current ABAC related research. The main contribution of Chapter 2 was
providing such a survey as well as the identification of open problems (Chapter 2 Section 2.4)
and gaps in the literature at the time. The problems identified aided in setting the direction and
goals for the research contained in this thesis as well as outlining directions for future work in
the field as a whole that needs to be addressed for ABAC to become a widely accepted model
of access control.

The taxonomy provided as part of the survey (Chapter 2 2.2), categorizes the body of ABAC
research into hierarchical subcategories to ease discussion and comparisons of closely related
works. Of particular note is the categorization of ABAC models into “pure” models, that are
not extensions to existing or traditional models, and “hybrid” models, which add attribute-
based features to existing access control models. “Pure” are further subdivided into “general”
and “domain specific” based on if the model is designed for a specific application or for general
access control use.

A key finding of the review was that ABAC publications (in particular new models and
formalizations of ABAC) had been steadily increasing since 2005 up to at least the time the
review was completed in 2014 (Chapter 2 Section 2.1). Despite this clear interest, there was still
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little standardization and many critical access control aspects like delegation, administration,
hierarchical structures, SoD, etc. had been overlooked or left to future work. These issues had
hindered acceptance of ABAC outside of academia and lead in part to the creation of HGABAC
in an effort to provide solutions to at least a few of these roadblocks.

7.2.2 Hierarchical Group and Attribute-Based Access Control ( HGABAC)

The creation of the HGABAC model was motivated by the lack of formalized general purpose
ABAC models available at the time and sought to bring hierarchical group based representa-
tions to ABAC, something that was novel at the time and could greatly aid in reducing the
complexity of administering user and object attributes. Secondary goals were to allow for new
ways to represent the traditional models of access control in ABAC and provide a simplified
but still flexible policy representations to both aid in user comprehension and make reasoning
about the security of such policies easier. At the time, Jin et al. had recently published their
ABAC, [ ] model which included representations for MAC, DAC and RBAC
based policies without the use of groups (instead of relying on attributes that held partial or-
dered sets of values). HGABAC showed that these policies could also be represented with
hierarchical groups (Chapter 3 Section 3.5) and that fewer attribute assignments were needed
in the case of most policies (Chapter 3 Section 3.4.2).

The “administrative attribute”, a new attribute type that acts as a system wide semi-
permanent constant was also introduced by the HGABAC model. This attribute type allows
for system administrators to set global variables that may affect all policies that include them
regardless of the user or object involved. For example, a threat level administrative attribute
may be created that changes the strictness of policies based on its value.

The policy language introduced by HGABAC (Chapter 3 3.3.2), now referred to as Hierar-
chical Group Policy Language (HGPL), provides a simplified language for specifying ternary
policy statements based on Kleene K3 logic [ ]. HGPL closely resembles C-style
boolean statements, but with an additional possible result of “UNDEF” added to the traditional
“TRUE” and “FALSE”. This resemblance aids both policy authors and users by putting access
control policies in a more straightforward familiar form. Hierarchical Group Policy Language
(HGPL) was further updated in Chapter 5 5.4.1, as HGPLv2, to include support for attribute
namespaces and improvements to aid parsing by the HGPLv?2 interpreter.

Since the publication of [ ], the concept of hierarchical attribute
groups introduced by HGABAC has seen some acceptance and impact in the ABAC literature
(as described in Section 7.1) primarily for its simplification of attribute administration. While
this core contribution provided a formal model of ABAC, it was not enough on its own to base
a full access control system on. There was a clear need for a supporting architecture to fill in
the gaps between a model and implementable system. This need lead to the development of
the supporting HGAA architecture.

7.2.3 Hierarchical Group Attribute Architecture (HGAA)

The HGAA architecture presented in Chapter 5 provides solutions to a number of implemen-
tation questions left unanswered by the HGABAC model on its own. Questions like “what
service assigns the attributes?”, “how are attributes shared with each party?”, “how does the
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user provide proof of attribute ownership?”, and “where and how are policies evaluated?”
resolved through four key contributions; the HGAA architecture and protocol, a new Attribute
Certificate (AC) format, a URI based attribute namespace and a HGPLv2 policy language in-
terpreter.

The HGAA architecture details the services required for the sharing of attributes and users
between isolated security domains and explains how access control decisions can be made
independently of the users identity and without directly connecting to their home domain. A
high level protocol is documented that explains what information is exchanged between each
service. Particular effort was taken to ensure the functionality of the architecture in distributed
environments (an ongoing goal of this research) and that users could be authenticated in an
“off-line” manner (i.e. without having to directly request information from their home domain
or third party).

The “off-line” authentication and interoperability between independent security domains is
made possible in HGAA in part by the concept of the Attribute Certificate (AC) introduced in
Chapter 5 Section 5.4.3. The AC format provides a cryptography secure document for sharing
a user’s attributes (including connection attributes) with third party services. Revocation rules
are included in the AC to invalidate the certificate after set rules are triggered (limited to an
expiry date and revocation list in the first version of the AC format). A number of points for
extensions were intentionally included in the AC to allow for the future work in Chapter 6 to
support delegation as well as future use in other research projects.

Updates to the HGPL policy language including a namespace for attributes and other
HGABAC elements were introduced (Chapter 5 Sections 5.4.1 and 5.4.5) to allow them to
be uniquely identifiable across independent organizations and further increase the flexibility of
the policy language. A prototype interpreter for the HGPLv2 language was implemented and
a number of optimization steps were suggested to improve policy evaluation time. Prelimi-
nary results from evaluating both the prototype interpreter and HGAA services were promising
(Chapter 5 5.5), showing that AC size and time to generate grew linearly with the number of
user attributes it contained. Time for services to process and execute requests also grew linearly
with the number of user attributes and a similar linear growth pattern was found for the policy
language interpreter based on the number of AST nodes a policy contained. These findings
suggest that a full real-world implementation of HGAA would be reasonably scalable in most
settings, including distributed environments.

7.2.4 Delegation Strategies

The delegation strategies put forth in Chapter 4 speculate about the feasible ways in which dele-
gation can be incorporated into ABAC models with attribute group support such as HGABAC.
These strategies, developed by appraising each combination of three access control compo-
nents; a delegator, a delegatee and a delegatable access control element, are categorized into
three families (Attribute Delegation, Group Membership Delegation and Permission Delega-
tion) based on the access control element being delegated. Each family of strategies is evaluated
for advantages, disadvantage and potential security issues (e.g. possibility for user collusion).
The result of this evaluation (summarized in Chapter 4 4.4.1) provides a useful contribution as
a guideline for the selection of delegation strategy to be utilized when creating a new ABAC
delegation model. As no one strategy is ideal in all cases, such a guideline is important for
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understanding the trade-offs associated with each method of implementing delegation and the
potential security issues associated with it.

Beyond leading to the creation of the User-to-User Attribute Delegation model formal-
ized in Chapter 6, the strategies developed in Chapter 4 have already had some impact on
the development of ABAC (and other) delegation models by other researchers as discussed in
Section 7.1.3. It is anticipated these strategies will continue to play a role in guiding the devel-
opment of future ABAC delegation models and have at very least identified possible attribute-
based delegation models that have not yet been formalized or explored in the current literature.

7.2.5 User-to-User Attribute Delegation

The last major contribution is the User-to-User Attribute Delegation model for HGABAC intro-
duced in Chapter 6 which consists of an extension to HGABAC as well as updates to HGAA
(including the AC format). These extensions implement and formalize the User-to-User At-
tribute Delegation strategy from Chapter 4 into a new and novel attribute-based delegation
model, satisfying the goal of bringing delegation to ABAC.

Changes to the AC format take advantage of places left for future expansion and delegation
extensions as outlined in Chapter 5 5.4.3. This update to the AC allows for User-to-User dele-
gation to be performed in an “off-line” manner, that is, without connecting or communicating
with a third party. After users are issued an AC from an attribute authority, they may delegate
attributes marked as delegatable to another user without connecting to any service or commu-
nicating with any actor other than the delegatee by issuing an Discretionary Access Control
(DAC). This is a critical feature as it further aids in supporting distributed systems (in which
direct communication with the issuing attribute authority may not be possible or prohibitively
costly) and distinguishes this work from other attempts at using the delegation strategies from
Chapter 4 to create a delegation model for HGABAC such as that by Sabahein et al. [

] (previously discussed in Section 7.1.3).

7.3 Directions for Future Work

A number of directions for future work have been identified during the course of this research,
both for the area of ABAC in general and specific to the proposed models, frameworks and
architectures presented in this thesis. The following subsection summarize the possible di-
rections identified in each chapter (Chapters 2 to 6) and briefly discuss recommendations for
research towards potential solutions.

7.3.1 Surveying ABAC

The literature survey in Chapter 2 offered one of the first large scale reviews of ABAC related
research, however, a number of areas were left unexplored or out of the scope of the work.
The survey focusses on covering a wide range of models in breadth, leaving room for further
survey works to explore specific categories or aspects of ABAC models in-depth. In particular,
an analysis of how current models represent attribute-based policies or an in-depth review of
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specific subcategories of models (e.g. a closer look at Pure General ABAC models) would be
beneficial to the community.

As the focus of the survey was models and access control frameworks, reviews of non-
model related attribute topics such as attribute & policy mining, attribute storage & sharing,
attribute confidentiality & privacy, attribute-based policy languages, and supporting model in-
dependent architectures could also be of interest and open to further surveying.

Since the publication of the survey as [ ], a number of new ABAC
efforts have been released. An update to the survey to include more recent research would help
to keep up with the rapid developments in the field.

Chapter 2 also identified a number of open problems that were out of the scope of the re-
search contained in this thesis. These are outlined in depth in Chapter 2 Section 2.4 but include
issues such as; Auditability (Chapter 2 Section 2.4.4), Separation of Duties (Chapter 2 Sec-
tion 2.4.5), Administration (Chapter 2 Section 2.4.9), and Formal Security Analysis (Chapter 2
Section 2.4.10). While not addressed directly by this research, solving these issues are impor-
tant for making ABAC more usable, secure and aiding in more wide scale acceptance outside
of academia.

7.3.2 Hierarchical Group and Attribute-Based Access Control ( HGABAC)

HGABAC successfully formalizes a model of ABAC with hierarchical group support and later
extensions add User-to-User delegation. However, there are still a number of areas for poten-
tial improvement or exploration. Perhaps the most important direction for future extension to
model is adding support for Separation of Duties (SoD). SoD is the concept of segregating
users effective permissions such that more than one person is required to complete a task to
help prevent fraud, error or conflicts of interest. Currently, HGABAC has no explicit support
for SoD, although some limited form may be possible through complex HGPL policies. Work
is needed to show that HGPL is flexible enough to enforce SoD constraints and/or to update
HGPL and HGABAC to directly support SoD constraints. A number of recent works have
sought to introduce SoD to ABAC, including the constraint specification language by Bijon et
al. [ ], the fromalization of SoD constraints for ABAC components by Jha et
al. [ ], and the AHCSABAC model by Singh [ ] which includes SoD
constraints. More research is needed to see if these could be incorporated with the HGABAC
model or HGPL.

A second issue not address by HGABAC, is the administration of users, attributes, per-
missions and policies. HGAA lays out where administrative services would fit in the system’s
architecture and how they would exchange information, but an actual administration model
and implementation of administrative services was left for future work. Some recent efforts
have put forth a start at extending HGABAC with an administration model, such as GURAg
[ ], however much more needs to be done before a full implementation
is possible (such as supporting object attribute groups in GURAG).

The HGPL policy language introduced with the HGABAC model and updated in Chapter 5
(to support attribute namespaces and HGAA) provides a good first effort towards a simplified
but flexible general use attribute-based policy language for both academic and real world use,
however, there are still a number of areas that could be enhanced. As previously mentioned,
SoD constraints are needed to enforce the concept of separation of duties and aid in better
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representing RBAC policies (that may contain SoD constraints). Exploring using XACML
and other existing generic policy languages with HGABAC, in place of HGPL, could lead to
a better understanding of both the performance trade-offs, flexibility and administrator/user
comprehension benefits of HGPL based policies.

While there has been a significant push for the adoption and development of ABAC[

; ; ], many systems and orga-
nizations are still using access control systems and policies based on the traditional models
(namely RBAC). Work will be needed to study how ABAC models such as HGABAC can be
used in conjunction with existing legacy RBAC systems or how the migration to next genera-
tion access control systems can be automated and simplified. A possible step in this direction,
are the hybrid models discussed in Chapter 2 Section 2.3.2 which add attributes and rule-based
policy concepts as extensions to the traditional models. Many of these hybrid models follow
one or more of the possible strategies for adding attributes to RBAC outlined and discussed
by Kuhn et al. [ ]. Another direction would be providing tools to map RBAC
policies to HGABAC policies and group hierarchies which are capable of encapsulating and
enforcing RBAC based policies (as described in Chapter 3 Section 3.5.3).

The addition of conditional user and object groups, in which users (or objects) are automat-
ically added to groups based on set policies is another interesting possible future direction for
extending HGABAC. Such automation could further simplify administration and have interest-
ing implications that are worthy of future research. A number of works, such as the C-ABAC
model [ ; ], have already made some
progress in this direction (as discussed in Section 7.1.2) but it remains to be seen if the same
technique would be appropriate and useful for HGABAC.

Lastly, a full reference implementation of HGABAC and HGAA is needed to aid in “real
world” acceptance and use outside of academia. Current efforts to date have centered around
“research grade” implementation of specific components for the purposes of evaluation and
comparison with other models/architectures and are not yet suitable for secure “real world”
use.

7.3.3 Hierarchical Group Attribute Architecture (HGAA)

The HGAA architecture introduced in Chapter 5 intentionally leaves room for future exten-
sions and efforts to improve the architecture. One such extension is the work in Chapter 6
that adds User-to-User delegation to HGABAC and HGAA. However, there is still room for
further extensions. The Attribute Certificate (AC) format described in Chapter 5 Section 5.4.3
allows for certificate revocation via an expiry date or revocation list, but room is left for future
extensions to add more complex revocation rules. Work is needed to explore if using HGPL
based revocation rules based on user, connection, environment, or other attribute values could
provide a more flexible, scalable and robust AC revocation system.

Creating a version of HGAA using existing generic access control standards such as XACML,
SAML, Kerberos| ], and/or pure X.509 attribute certificates would al-
low for a more in-depth comparison of the performance and flexibility of HGAA vs. what is
currently available. Utilizing XACML and SAML could also lead to greater compatibility with
existing system and aid acceptance in the “real world”.
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Further work 1s also needed towards testing the utility and effectiveness of HGAA in non-
traditional computing paradigms including Internet of Things (IoT), embedded systems, use
with physical smart identity cards, smart connected vehicles and cloud computing. In some
cases, alternative architectures for HGABAC may be more appropriate or have distinct advan-
tages for particular use cases. It is likely that a number of “domain specific” architectures or
extensions to HGAA will be needed to handle a number of these nontraditional paradigms.

Finally, HGAA has a number of future directions in common with HGABAC, including the
need for administration services (currently left unimplemented), the need for a reference im-
plantation for secure “real world” use, and a more formal security analysis of the framework.

7.3.4 Delegation

The main long term direction for delegation in HGABAC and HGAA, is the formalization
and implementation of each delegation strategy in Chapter 4. To date, User-to-User Attribute
Delegation (Chapter 6) and User-to-Attribute Group Membership Delegation [

] have been formalized but the remainder are only described informally. Working imple-
mentations of each strategy would allow for more comprehensive and quantitative evaluations.
Research exploring combining or utilizing multiple delegation strategies simultaneously could
also provide new possibilities for delegation that might aid in overcoming limitations of indi-
vidual strategies but risk introducing new conflicts and security issues.

In terms of the User-to-User Attribute Delegation model described in Chapter 6, replacing
the “Can Delegate” relation for designating what attributes users can delegate with a “Can
Receive” style relationship may lead to a more flexible delegation model. Such a relation
has been used successfully for RBAC [ ] and is used in
Sabahein et al. [ ] User-to-Attribute Group Membership Delegation model
but work is needed to explore its potential for User-to-User Attribute Delegation.
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Appendix B
HGPLv1 Policy Language Operations

The following table outlines the function of the comparison operations in the policy language
defined in Section 3.3.2. Note that a poset element is considered to be a special case of atomic
where the comparison operations =, #, >, <, >, < are all based on the order of the poset but
otherwise follow the above table.

Table B.1: HGPLv1 policy language operations and results.

Type Operation Type Result

atomic | = atomic | True if values are equal, undef if incomparable, false
otherwise

atomic | = set True if atomic € set.

set = atomic | True if atomic € set.

set = set True if sets are equal (i.e. contain same elements).

X * Y Equivalent to “NOT(X = Y)”.

atomic | IN atomic | UNDEF

atomic | IN set True if atomic € set.

set IN atomic | True if atomic € set.

set; IN sety True if Is € set; : s € sets.

atomic | SUBSET atomic | UNDEF

atomic | SUBSET set True if atomic € set.

set SUBSET atomic | False unless |set| = 1 and set = {atomic}.

set; SUBSET set True if set; C set,.

atomic; | C=>, <, <,or > | atomic, | True if atomic; C atomic,, undef if incomparable,
false otherwise.

atomic | C=>,<,<,or> | set True if Is € set : s C atomic.
set C=>,<,<,0or> | atomic | True if ds € set : atomic C s.
sety C=>,<<,0or> | setr True if lub(set;) C glb(set,).

NOT X True if X is false, false if X is true, undef if X is un-
def and undef if X is not a Boolean value or logical
expression.

(user.some _att) True if (some_att,x) € effective(u) where x is any
value including NULL.
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