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General Models

Object
Attr.

User
Attr.

Env.
Attr.

Conn.
Attr.

Hierarchical SoD Delegation
Formal
Model

Admin
Model

Complete
Model

A Logic-based
Framework for
ABAC

7 3 7 7 Attributes 7 7 3 7 7

ABACα 3 3 7 7 7 7 7 3 Limited 3

ABAM 3 3 7 7 7 7 7 3 Very
limited 3

Supporting
Secure Collab-
orations with
ABAC

3 3 3 7 7 7 7 Largely
informal 7 3

HGABAC 3 3 3 3 Objects &
groups 7 7 3 7 3

A Logic-based Framework for Attribute-based Access Control

L. Wang et al., 2004

One of the first “pure” and “general” ABAC models

Focused on the representation, consistency and performance
of attribute-based policies

Introduces hierarchical attributes

Missing object attributes

Only formalizes policies and their evaluation

A unified attribute-based access control model covering
DAC, MAC and RBAC

X. Jin et al., 2012

Just sufficiently expressive to capture DAC, MAC and RBAC

Formalizations of the basic ABAC elements

Partial policy and constraint language (CPL)

Lacks necessary components for real world

CPL is limited.

A unified attribute-based access control model covering
DAC, MAC and RBAC
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Object
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Conn.
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Formal
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Complete
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Cloud Computing
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Mostly
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policy use

Real-time Systems
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Real-time
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Only
models

real-time
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Collaborative Environments

ABAC for
Collaboration
Environments

3 3 7 7 7 7 7 3 7 Lacks
details

MPABAC 3 3 3 7 7 7 7 3 7 Lacks
details
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ABAC for
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access control
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Hybrid Models

Combination Strategies (D. Kuhn et al., 2010)
U R A Model Permission Mapping

0 0 0 0 undefined —
1 0 0 1 ABAC-basic A1 , ... , An → perm
2 0 1 0 undefined —
3 0 1 1 ABAC-RBAC hybrid R,A1, ... , An → perm
4 1 0 0 ACL U → perm
5 1 0 1 ABAC-ID U,A1, ... , An → perm
6 1 1 0 RBAC-basic U → R → perm
7 1 1 1 RBAC-A, dynamic roles U,A1, ... , An → R → perm
8 1 1 1 RBAC-A, attribute-centric U,R,A1, ... , An → perm
9 1 1 1 RBAC-A, role-centric U → R → A1, ... , An → perm
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Attribute-Centric

Role-Centric

Unified Models of Access Control
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Parameterized Role-Based Access Control

Extends
Object
Attr.

User
Attr.

Env.
Attr.

Conn.
Attr.

Hierarchical SoD Delegation
Formal
Model

Admin
Model

Complete
Model

A Design for
Parametrized
Roles

Role
Graph
Model

3 3 7 7 Roles
From

extended
model

7 3
From

extended
model

3

Role Templates RBAC 3 7 Time 7 7 7 7 3 7
Only

vaguely
defined

PFRBAC FRBAC 3 3 7 7 7 7 7 3 7 3

Reconciling
RBM & RBAC

RBAC &
RBM 3 7 Time 7 Role 7 7 7 7 Lacks

details

ORBAC RBAC 7 3 7 7 7 7 7 3 7 3

Role Templates for Content-Based Access Control

Luigi Giuri and Pietro Iglio, 1997

Extends RBAC

Permissions are extended with logical expressions (privilege
restriction)

Examples:
1 (delete, PatientRecord, PatientRecord.State = ‘discharged’)
2 (delete, PatientRecord, today() in [Mon..Fri])

Role are extended with templates to compose parameterized
privileges

Role Templates for Content-Based Access Control

The example role template:

R<prj, sal>= role(
(select, Employee, Employee.project = prj),

(update, Employee, Employee.project = prj ˆ Employee.salary <sal))

would produce the following template instance given the values prj =
“PRJ1” and sal = 1000:

R,<“PRJ1”, 1000>= role(
(select, Employee, Employee.project = “PRJ1”),
(update, Employee, Employee.project = “PRJ1” ˆ Employee.salary <1000))
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Access Control
Management
in a Distributed
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A Role and
ABAC Sys-
tem Using
Semantic Web
Technologies

RBAC 7 3 7 7 7 3 7
Only

RBAC
modelling
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details

Semantics-
based Access
Control Ap-
proach for Web
Service

RBAC 7 3 7 7 Roles 3 7 3 7 3

A model for attribute-based user-role assignment

M. Al-Kahtani and R. Sandhu, 2002

Automates role assignment using user attributes

Model demonstrated through real life use cases

Lacks object attributes

A model for attribute-based
user-role assignment
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Attribute-Centric & Role-Centric
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Model

Complete
Model

Attribute-Centric

A Framework
Integrating
Attribute-
based Policies
into RBAC

RBAC &
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3
(other
than

policy)

7 3

Role-Centric

RABAC
NIST

RBAC &
ABACα

3 3 7 7
Roles
from
NIST
RBAC

From
NIST
RBAC

7 3
From
NIST
RBAC

3

RABAC: Role-centric attribute-based access control

X. Jin et. al., 2012

Based on NIST RBAC model

First attempt at a formal role-centric model

Reduces permission set available to a subject based on value of
attributes

Permission filtering policies reduce the maximum permission set

Advantage over PRBAC unclear
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Unified Models of Access Control
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Open Problems

Foundational Models

Emulating and Representing Traditional Models

Hierarchical ABAC

Auditability

Separation of Duties

Delegation

Scalability
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4. Research Proposal
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Goals

Hierarchical ABAC

Representing the Traditional Models

Delegation Model

Separation of Duties

Administration Model
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First Steps:

Formal Model (HGABAC)

Attribute-Based Policy Language

Reference Implementation
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Approach

Evaluation Methods:

Use Cases

Implementation

Complexity

Formal Methods
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Work to Date: HGABAC

Current Progress:

HGABAC Model

Adds hierarchical constructs to ABAC

Simplifies administration

Emulation of traditional models

Formal model on which future research can be built

Presented at FPS’2014, forthcoming publication
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HGABAC: Model
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Emulating Traditional Models

MAC Style Configuration

For MAC with liberal *-property, each user is assigned only to a single
read group and a single write group. Each read group is assigned a
single attribute named “read” with a value equal to its clearance level
and each write group is assigned a single attribute named “write”
with a value equal to its clearance level.

Policy is simply: (object.level IN user.read)→ read
(object.level IN user.write) → write

Users are limited to only activating attributes inherited from groups of
a single security level in any given session.
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Emulating Traditional Models

MAC Example

TS

S1 S2 S3

C1 C2

U

TSR

S1R S2R S3R

C1R C2R

UR

UW

C1W C2W

TSW

S1W S2W S3W

min_group

TSR

S1R S2R S3R

C1R C2R

UR

min_group

UW
C1W

C2W
S1W
S2W
S3W
TSW

Security Lattice Liberal-* Group Graph Strict-* Group Graph

Liberal *-property Attributes:
g direct(g) effective(g)
min group ∅ ∅
UR “UR” “UR”
C1R “C1R” “UR”, “C1R”
C2R “C2R” “UR”, “C2R”
S1R “S1R” “UR”, “C1R”, “S1R”
S2R “S2R” “UR”, “C1R”, “C2R”, “S2R”
S3R “S3R” “UR”, “C2R”, “S3R”
TSR “TSR” “UR”, “C1R”, “C2R”, “S1R”, “S2R”, “S3R”, “TSR”
TSW “TSW” “TSW”
S1W “S1W” “TSW”, “S1W”
S2W “S2W” “TSW”, “S2W”
S3W “S2W” “TSW”, “S3W”
C1W “C1W” “TSW”, “S1W”, “S2W”, “C1W”
C2W “C2W” “TSW”, “S2W”, “S3W”, “C2W”
UW “UW” “TSW”, “S1W”, “S2W”, “S3W”, “C1W”, “C2W”, “UW”
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Emulating Traditional Models

RBAC Style Configuration

Each group is assigned a single attribute named “perms” that
contains the set of permissions that group grants.

Objects are tagged with an attribute for each access mode that
contains the set of permissions that grant that access mode on the
object.

Policy is simply: (user.perms IN object.read) → read
(user.perms IN object.write) → write

Emulating the separation of duty style constraints possible in NIST
RBAC is left to future work.
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Emulating Traditional Models

RBAC Example

MAX_ROLE

GradStudent Faculty

StaffUndergrad

MAX_ROLE

GradStudent Faculty

StaffUndergrad

min_group

Role Hierarchy Group Graph

Role Direct Permissions
Undergrad P1
Staff P2
GradStudent P3, P4
Faculty P5, P6
MAX ROLE ∅

g direct(g) effective(g)
min group ∅ ∅
Undergrad P1 P1
Staff P2 P2
GradStudent P3, P4 P1, P3, P4
Faculty P5, P6 P2, P5, P6
MAX ROLE ∅ P1, P2, P3, P4, P5, P6
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